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As demand for wireless connectivity continues to
surge, the use of databases and automated spectrum
management systems to coordinate more intensive
and efficient spectrum sharing has emerged as a
critical regulatory tool. Regulators in a growing
number of countries have authorized automated and
even dynamic spectrum coordination systems (DSMS)
to manage frequency assignments in shared bands
and to protect incumbent operations (including
military and public safety systems) from harmful
interference.

Ofcom, the U.K. regulator, stated in the agency's 2016
Framework for Spectrum Sharing: “Geolocation
databases are making it easier for devices to identify
spectrum that is available for sharing while protecting
the operation of existing services. ... the fundamental
principle is not frequency specific and can be
extended to a broader range of frequencies” beyond
enabling access to unused TV White Space channels.
More recently, in its 2022/2023 Plan of Work, Ofcom
stated that it will be studying “the potential role
automated assignment databases could play in
meeting future spectrum management challenges”.

In the United States, the Federal Communications
Commission (FCC) has authorized commercial
spectrum management systems to coordinate
sharing in four frequency bands, three of which have
operated successfully for years. The U.S. Congress in
2018 mandated development of a National Spectrum
Strategy that includes examining “existing and
planned databases or spectrum access systems
designed to promote spectrum sharing.”

And in Europe, in June 2021 the EU’'s Radio Spectrum
Policy Group issued an opinion urging more
innovation and experimentation in spectrum sharing:
“The RSPG seeks to nudge a change of mindset: all
considerations in the field of spectrum by policy
makers, spectrum managers, users and industry
should be done by pursuing better spectrum
efficiency through more spectrum sharing, including

XL}

by following the principle of ‘use-it-or-share-it’.

The reliance on automated databases to facilitate
more advanced and low-cost telecommunications has
a long and storied history that extends from the
replacement of manual switchboard operators to the
Domain Name Service (DNS) databases that serve as
the essential circulatory system of the Internet itself.
These advances have proven so beneficial in
promoting universal and affordable communication
they are taken for granted today. Although the use of
databases as a tool for spectrum management is a
more recent development, it has proven no less
compelling as a means of achieving large-scale,
low-cost, and virtually real-time access to
communications capacity that would otherwise go
unused.

The use of databases to coordinate spectrum
assignments has evolved but is nothing new. The
basic steps are exactly the same as in a manual
coordination process. What is new are more
frequency-agile devices and improvements in the
computation power needed to efficiently run
advanced propagation analysis and algorithms that
coordinate devices and users in near real-time.

There is no question that today we have the technical
ability to automate frequency coordination and
thereby lower transaction costs, use spectrum more
efficiently, speed time to market, protect incumbents
from interference with certainty, and generally expand
the supply of wireless connectivity that is fast
becoming, like electricity, a critical input for most
other industries and economic activity.

While spectrum database coordination is nothing
new, it has in recent years evolved from manual, to
automated, to dynamic —applying automation and
propagation modeling to static licensing data. This
evolution has progressed from the manual,
database-informed coordination of fixed links and
satellite earth stations; to database-assisted
coordination of point-to-point links on a
semi-automated basis (e.g., in the 70/80/90 GHz
bands); to the fully-automated frequency coordination
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of unlicensed sharing of vacant TV channels (TV White carrying out at least the following core functions:

Space); to the dynamic coordination of a three-tier e Protect incumbent licensees or other users from
hierarchy of sharing by Spectrum Access System
databases across the 3550-3700 MHz band with U.S.
Navy radar (CBRS: the Citizens Broadband Radio

Service). ® Provide authoritative and in some bands virtually

interference caused by entrants with lower
priority (and, in some cases, coordinate among
users with the same priority).

real-time decisions on requests to transmit or
Most recently, regulators have begun authorizing assign usage rights.
Automated Frequency Coordination (AFC) systems e Enforce the use of authorized devices.
that enable the operation of next-generation radio ® Monitor spectrum assignments and, in some
local area networks (RLANS) utilizing Wi-Fi 6E at cases, actual usage.
standard power, both outdoors and indoors, across
most of the 6 GHz band. During 2023 the United

States and Canada are expected to approve the

The basic building blocks and sequential steps of an
automated frequency coordination system include
commercial deployment of multiple AFC systems to the following informational inputs and core functions:

manage the deployment of Wi-Fi 6E — outdoors and at ® Rules and policy guidance, including exclusion

standard power (up to 4 watts EIRP) — across 850 MHz
(900 contiguous MHz in Canada) on a shared basis
with more than 50,000 high-power fixed microwave
links. Similar authorizations are pending in Brazil,
South Korea and the Kingdom of Saudi Arabia. In
June 2022 EU regulators approved a work item to
study the feasibility of higher power RLAN operations
(up to 4W EIRP) in the lower 6 GHz band by utilizing a
“dynamic spectrum access coordination function” that
is expected to provide similar capabilities to the AFC
systems being certified in the U.S. and Canada.

Spectrum coordination systems have demonstrated
the ability to facilitate licensed, unlicensed and
lightly-licensed sharing regimes. Regulators now have
the models, technologies and established commercial
providers needed to authorize automated
coordination systems that best fit the NRA's policy
goals, which will vary depending on the nature of the
incumbent service, the propagation characteristics
and size of the band, the nature of the shared-access
use, and other factors.

Dynamic spectrum management systems (DSMS) are
known by different names in different frequency

zones and terms of use, promulgated by the
regulator (NRA);

Incumbent information, primarily from licensing
databases;

A registry of eligible shared-access users and
devices, including information on geolocation,
operating parameters and verification of device
certification;

Static and dynamic inputs on the spectrum
environment, which can include GIS data (such
as terrain and clutter) and sensing data;
Analysis of the impact of emissions on
interference, applying propagation and
interference models to the available data on
users and the environment;

Coordination and Protection algorithms that
translate the rules, environmental inputs, and
interference analysis into objective answers to
requests to transmit;

A communications interface that allows
shared-access users to directly and regularly
renew grants, share information, and receive any
subsequent changes to their authorization.

Use of DSMS yields substantial benefits to industry,
bands. They can also be more or less dynamic with regulators and consumers alike. Compared to manual
respect to inputs. However, the basic steps are the or even database-assisted coordination, automated
same and the outcome is determined by the rules and frequency coordination:

® expands and speeds access to unused

spectrum, facilitating more intensive use of the

framework adopted by each national regulatory
authority (NRA). DSMS facilitate spectrum sharing by
resource,
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® better protects incumbent licensees,

® lowers access costs for operators and regulatory
costs for NRAs,

® protects incumbents with greater certainty and
ensures consistent outcomes,

e accounts quickly for changes in use of the band
or even changes in the NRA's rules.

DSMS technology can also be leveraged to provide
additional capabilities that include:
® monitoring and collecting data on actual use of
the band;
® coexistence optimization, which helps devices
minimize mutual interference (relevantin
particular where secondary users have no
interference protection);
e enforcement assistance (including the ability to
identify and shut down errant devices);
e facilitate secondary market transactions;
e collect any usage or regulatory fees authorized or
required by the NRA,;
® provide a portal for incumbents and/or users to
report corrections or updates to licensing data,
operating parameters, or to report incidents of
interference.

Looking ahead, increasing consumer demand for
data-intense applications on user devices, coupled with
the potential benefits of 5G and IoT networks, are
motivating regulators to consider how DSMS can
unlock unused capacity in occupied-but-underutilized
bands. This report highlights several bands under active
consideration for sharing managed by DSMS, as well as
the potential for database-assisted sharing in satellite
bands, such as among NGSO satellite constellations.

6 GHz for License Exempt Use at Standard Power: As
mentioned above, the United States and Canada are on
track to certify multiple automated frequency coordination
(AFC) systems during 2023 to manage license-exempt
RLANSs operating at standard power (SP) both outdoors and
indoors across at least 850 MHz between 5925 and 7125 MHz.
AFCs will ensure that outdoor and standard power
deployments avoid harmful interference to any of the tens of
thousands of point-to-point microwave links and other
incumbents in the band. At this writing, adoption of rules
that would permit SP operations under AFC control are
actively pending in Brazil, South Korea and Saudi Arabia as
well. The European Commission has tasked a working group
to study the feasibility of adding an authorization for RLANs

to operate at SP in the lower portion of the 6 GHz band
(5925-6425 MHz), where only very low-power and
indoor-only use is currently authorized.

3.8-4.2 GHz for local shared licensing: The United
Kingdom and several EU states are among a growing
number of NRAs adopting local shared licensing initiatives
that coordinate access to unused spectrum, most
commonly in the 3.8 - 4.2 GHz C-band. In the U.K, Ofcom’s
framework for Shared Access Licenses (SALs) enables both
mobile and fixed wireless networks (point-to-multipoint) to
coordinate shared use of vacant channels on a co-primary
basis with incumbent FSS earth stations and fixed
point-to-point licensees. Although both very small-area
licenses (50-meter radius) and medium-power base station
licenses (in rural areas only) — over 1,600 as of year-end 2022 -
are coordinated manually, Ofcom is exploring how to
automate the SAL licening process.

In the U.S,, the FCC is considering the authorization of
additional DSM systems to facilitate shared access by
unlicensed, licensed, and lightly-licensed entrants in
underutilized bands, including:

37-37.6 GHz and 42-42.5 GHz: The lower 37 GHz band has
already been allocated for coordinated shared use on a
co-primary basis by commercial and federal government users.
The FCC proposed in May 2023 to authorize coordinated local
shared use of the currently unused 42 GHz band for terrestrial
broadband, possibly under the same shared access rules as the
lower 37 GHz band. The precise sharing rules and role of a
spectrum management system for coordinating shared access
licenses remains under consideration.

10 GHz, 12.2-12.7 GHz, 12.7-13.25 GHz: The FCC is also
considering the use of DSMS to facilitate the coordination of
more intensive sharing of underutilized upper-mid-band
spectrum for fixed point-to-point (PtP) and point-to-multipoint
(PtMP) broadband use. Active proceedings are pending on
two adjacent bands that together comprise more than 1000
MHz (from 12.2 to 13.25 GHz), as well as a proposal by rural
broadband providers for coordinated sharing of 500 MHz of
military radar spectrum in the 10-10.5 GHz band.

Finally, this report reviews a number of emerging
technological advances that can further amplify the
benefits of DSMS. These include more detailed,
real-world GIS data (e.g., terrain, clutter, building
heights and materials); real-time spectrum occupancy
data; the growing sophistication of propagation and
interference modeling; value-added, cloud-based
database services; and the potential to incorporate
more advanced Al and blockchain technology.
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1. INTRODUCTION AND DATABASE BASICS

As this section details, although spectrum database
coordination is nothing new, it has recently evolved
from manual, to automated, to dynamic —adding
automation and propagation modeling to static
licensing data. A progression of regulatory innovation
in database-assisted frequency sharing — including for
licensed fixed links, unlicensed Wi-Fi and mobile/LTE -
is described in Section 2 below. This technical
evolution from manual to dynamic frequency
coordination yields substantial and demonstrable
benefits for regulators, industry stakeholders and
end-users, as detailed in Section 3 below. As these
benefits become better known —and as the demand
for spectrum capacity becomes more pressing —
additional bands (including 6 GHz and 3.8-4.2 GHz)
have emerged as candidates for shared use via
automated frequency coordination, as described in
Section 4 below. Section 5 reviews some of the
emerging technologies that promise to make DSMS
even more efficient and cost-effective in the future.

Growing Global Support for Dynamic Spectrum
Sharing

As demand for wireless connectivity has surged, the
use of databases to coordinate more intensive and
efficient spectrum sharing has emerged as a critical
regulatory tool. Regulators and legislatorsin a
number of countries have authorized automated and
even dynamic frequency coordination databases to
manage real-time assignments in shared bands and
to protect incumbent operations (including military
and public safety systems) from harmful interference.

In the United States, the Federal Communications
Commission (FCC) has steadily developed experience
and confidence in automated frequency coordination,
which it first authorized in 2010 to manage
opportunistic and unlicensed access to vacant
broadcast TV channels (the TV White Spaces). In 2015
the FCC authorized the Citizens Broadband Radio

Service (CBRS) that relies on automated Spectrum
Access Systems (SAS) to coordinate commercial
sharing of 150 MHz of prime mid-band spectrum with
the U.S. military and fixed satellite service incumbents.
And in mid-2023 the FCC is expected to approve the
commercial deployment of multiple Automated
Frequency Coordination (AFC) systems to manage the
deployment of Wi-Fi 6E — outdoors and at standard
power (up to 4 watts EIRP) — across 850 MHz of the 6
GHz band on a shared basis with more than 50,000
high-power fixed microwave links. The U.S. Congress
has supported this trend, including in 2018 legislation
that mandated development of “a national plan for
making additional ... bands available for unlicensed or
license by rule operations,” including examining
“existing and planned databases or spectrum access
systems designed to promote spectrum sharing.”

The European Union, which has already approved
low-power, indoor-only operation of unlicensed RLANs
(i.e., Wi-Fi 6E) in the 5925-6425 GHz band, is currently
studying mechanisms to manage higher-power
operations (up to 4 watts EIRP) both indoors and
outdoors. The EU regulator (CEPT) has tasked a
working group in its Electronic Communications
Committee (WG ES45) to “[s]tudy the feasibility of
introducing a dynamic spectrum access coordination
function under which WAS/RLAN up to 4W could
operate, while ensuring the protection of incumbent
services (including their possible future deployment)
in the 5945-6425 MHz frequency band and in adjacent
bands.”? The working group has tasked ETSI to study
“database(s)management...including the questions
regarding implementation, regulatory and technical
conditions of those databases.”™

More broadly, in June 2021 the EU's Radio Spectrum
Policy Group issued an opinion urging more
innovation and experimentation in spectrum sharing:
“The RSPG seeks to nudge a change of mindset: all
considerations in the field of spectrum by policy
makers, spectrum managers, users and industry
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should be done by pursuing better spectrum
efficiency through more spectrum sharing, including
by following the principle of ‘use-it-or-share-it'."«

Ofcom, the U.K. regulator, was an early adopter of TV
White Space database coordination and is similarly
considering automated frequency coordination in

6 GHz, as well as in 3.8-4.2 GHz and other bands for its
innovative local shared licensing program. Ofcom
stated in the agency's 2016 Framework for Spectrum
Sharing: “Geolocation databases are making it easier
for devices to identify spectrum that is available for
sharing while protecting the operation of existing
services. ... the fundamental principle is not frequency
specific and can be extended to a broader range of
frequencies” beyond enabling access to TV White
Space channels.*More recently, in its 2022/2023 Plan of
Work, Ofcom stated that it will be studying “the
potential role automated assignment databases could
play in meeting future spectrum management
challenges.”®

In addition to coordinating frequency assignments
and interference avoidance, DSMS technology offers
the potential for additional functionality and efficiency
far beyond what manual or database-assisted
coordination can offer. Far greater efficiencies will also
be possible as more granular and real-world data
(terrain, clutter, three-dimensional mapping, etc.) are
incorporated into the algorithms that a DSMS relies
upon to grant, deny or modify requests for shared
spectrum access on a virtually real-time basis while
safeguarding incumbent users with priority rights. A
number of these emerging technologies - including
real-world GIS data, spectrum sensing and
monitoring, and Al and blockchain database
applications — are reviewed in Section 5.

A. Wireline to Wireless: Database
Coordination in Telecommunications

There is no question that today we have the technical
ability to automate frequency coordination and
thereby lower transaction costs, use spectrum more
efficiently, speed time to market, protect incumbents
from interference with greater certainty, and generally
expand the supply of wireless connectivity that is fast

becoming an input into every other industry. Despite
these benefits, database coordination of shared
spectrum access has also been greeted with a degree
of skepticism and even resistance from licensees
accustomed to exclusive use of spectrum. As Ofcom
reported in its 2016 Statement: “Respondents to the
consultation viewed geolocation databases as a
promising enabler, and we were urged to expand the
use of geolocation technology to bands beyond UHF...
However, some raised concerns relating to the
reliability of the databases, the accuracy of location
information, and the ability of users to bypass the
parameters set by the databases where devices are
manually configured.””

While incumbent users of underutilized bands
typically characterize dynamic spectrum
management as a risky leap, the reliance on
automated databases to facilitate more advanced and
low-cost telecommunications has a long and storied
history that extends from the replacement of manual
switchboard operators with SS7 call-related networks
relying on automated databases, to automated
number porting database systems, to the Domain
Name Service (DNS) databases that serve as the
essential circulatory system of the Internet itself.
These advances have proven so beneficial to
promoting universal and affordable communication
they are taken for granted today.

Similarly, the use of databases to coordinate spectrum
assignments has evolved, but is nothing new. The
basic steps are exactly the same asin a manual
coordination process. What is new is surging consum-
er demand for wireless connectivity and hence the
need to intensively share underutilized frequency
bands. On the technical side, advances in computing
power and cloud-based solutions have vastly
improved the speed at which coordination can be
conducted, as well as highly detailed geographic
databases combined with clutter-aware propagation
models, and transmitters and receivers capable of
dynamically receiving information from databases.
Once automated, frequency coordination databases
can also become platforms for value-added services,
such as radio resource management (RRM) and
assurance services that go beyond simple link authori-
zation or admission control.
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i. The Longtime Reliance on Automated
Databases for Wireline Telecommunications

Wireline telecommunication systems were the early
beneficiaries of automated database coordination. Once
upon a time, manual switchboard operators opened and
closed phone lines by hand, as pictured just below. Over
the course of a century this hands-on approach evolved
into automated circuit switching and, by the late 1980s,
into automated databases that could almost instantly vary
the treatment of different calls based on the number and
established algorithms. This progress culminated in the
Signaling System 7 (SS7) architecture, which employed
automated databases to support interoperable call
initiation, routing, billing, and a variety of information-ex-
change functions, including call forwarding and wireless
roaming, across the entire public switched telephone
network (PSTN). The ITU recommended SS7 as an interna-
tional standard in 1988 and it was swiftly adopted by major
carriers worldwide.®

SS7 represented just one of a number of automated
database networks that evolved to support efficient,
low-cost, interconnected telephone connectivity worldwide.®

Figure 1: Manual switchboard operators (circa 1877) gave way
over time to the automated call routing databases that
characterized the SS7 signaling networks the ITU adopted as
the international standard in 1988.

Among the most advanced today is the Local Number
Portability (LNP) database which, in the United States,
has been operated by a third-party contractor approved
by the FCC since 1997 and overseen by a committee of
major telecommunications providers. The United
Kingdom'’s number porting system, also initiated in
1997, is similar.™

Network Customer  Wireless

Wireline maintenance technology inter-carrier
inter-carrier  (intra-carrier porting) migrations pooling
porting begins supported supported begins

VolP number
pooling begins

Pseudo-LRN
implemented

IP fields
implemented

1996 1997 1998 1999 2000 2002 2002 2003 2004 2005 2006 2007 2008 2009 2010 2011

FCC selects Lockheed Wireline Wireless Inter-modal
Martin/Neustar as NPAC number number (wireline/wireless
Administrator pooling pooling  porting begins)
begins begins

VolP number One-day LTI and large
porting begins number  project updates
porting
begins

Figure 2: Phone number portability and forward call routing rely on automated database systems introduced in US and

UK in 1997."
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Mobile communications have relied on automated database of information that allow operators to

and interconnected database coordination from the connect devices attempting to roam onto its network.”?
beginning of digital cellular voice and data services.

GSM (Global System for Mobile communications), the A more recent advance in the evolution of automated
standard developed by the European database coordination is the Internet’s Domain Name
Telecormmunications Standards Institute (ETSI), Service (DNS). DNS is a database that connects
defined protocols for second-generation digital domain names to IP addresses. More specifically, DNS
cellular networks. A common standard and is a distributed database, comprised of DNS servers
interconnected databases allowed the subscribers of that collectively keep track of the names and

different operators to roam onto other GSM networks, corresponding IP addresses of various domains and
including across borders and ultimately worldwide. In hosts on the internet. No single DNS server maintains
GSM networks, mobile call and SMS routing and the entire database; each gives authoritative

roaming functions are managed by the mobile information for domains which it administers, or
switching center, which in turn relies on the delegates to other servers further down the hierarchy
automated interaction of two key databases: the for those it does not. This allows local control of

home location register (HLR) and the visitor location segments of the overall database while still facilitating
register (VLR). HLRs store details of every SIM card rapid interconnection across the entire Internet
issued by the mobile operators, while VLRs are a through a hierarchy similar to the IP routing hierarchy.

Figure 3: The Internet’s Domain Name Service (DNS) is a distributed database process that connects domain names to IP

addresses to facilitate the routing of Internet traffic.”




09 Dynamic Spectrum Management Systems
An Established Tool for Modern Spectrum Management

Research Report

ii. The Longtime Use of Databases to Assist the
Coordination of Shared Spectrum Bands

Although the use of databases as a tool for spectrum
management is a more recent development, it has
proven no less compelling as a means of achieving
large-scale, low-cost, and virtually real-time access to
communications capacity that would otherwise go
unused. While auctions are now widely used to assign
exclusive-use licenses over a very large geographic
area for mobile networks (IMT), most spectrum is
shared among users that can coexist and make more
efficient use of a band through a cooperative
coordination process. In some bands databases
facilitate coordination among licensees of the same
type, while in other bands the coordination is among
site-based users licensed for different services.

Fixed terrestrial point-to-point links (PtP) and fixed
satellite services (both FSS earth stations and the GSO
satellites transmitting to them) are prime examples.
For decades most coordination and approval of
licenses for fixed, site-based licenses (such as FSS
earth stations and terrestrial PtP links) has relied on
an essentially manual coordination process informed
by the national regulator’s licensing database. A
leading example is the coordination model used since
1996 in the United States to coordinate point-to-point
microwave links in FSS bands. Today this coordination
is database-assisted, as described further in the next
section, but it is not as automated, dynamic or
low-cost as it could be if the goal was to make more
intensive and efficient use of these shared bands,
some of which are notably underutilized.

In virtually every case, frequency coordination
databases facilitate spectrum sharing by carrying out
at least the following core functions:
® Protect incumbent licensees or other users from
interference caused by entrants with lower
priority (and, in some cases, coordinate among
users with the same priority);
® Provide authoritative and in some bands virtually
real-time decisions on requests to transmit or
assign usage rights;
e Enforce the use of authorized devices;

® Monitor spectrum assignments and, in some
cases, actual usage.

The next step in the evolution of spectrum
coordination has been to fully automate the process of
spectrum coordination. As explained in the next
section, in any automated frequency coordination
system the basic steps are the same and the outcome
is determined by the rules adopted by each national
regulatory authority (NRA). However, compared to
manual or even database-assisted coordination,
automated frequency coordination speeds access to
spectrum, lowers costs, promotes more intensive use,
better protects incumbent licensees, ensures
consistent outcomes, and accounts quickly for
changes in use of the band or even changes in the
NRA's rules.

In addition, database coordination creates an
opportunity to achieve more intensive and efficient use
of a band by incorporating detailed GIS data (e.g., on
terrain and clutter) and even dynamic data (e.g., from
spectrum sensing) that reflect the real-world spectrum
environment on a very localized basis and thereby
support far more sophisticated propagation and
interference modeling. As more countries adopt
database techniques, operators serving multiple
adjacent NRAs could also coordinate between
conflicting rules, converting what are often effectively
radio “DMZs” into productive use.

B. Dynamic Frequency Coordination
Systems: The Basics

Spectrum coordination databases have demonstrated
the ability to facilitate a variety of regulatory
frameworks, including licensed, unlicensed and
lightly-licensed sharing regimes. Regulators now have
the models, technologies and proven commercial
providers that allow them to either create or authorize
a DSMS that best fit the NRA's policy goals. The DSMS
framework will vary depending on the nature of the
incumbent service, the propagation characteristics
and size of the band, the nature of the shared-access
use, and other factors. In all cases the grant provided
by a DSMS is equivalent to a time-bounded
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authorization (or license) to transmit. At a high level,
the shared-access frameworks enabled by automated
frequency coordination systems adopted by one or
more NRAs, and profiled in this report, currently
include:

e Coordinated, licensed sharing: Examples include
traditional fixed link coordination in 70/80/90 GHz
and the FCC's current rulemaking on potential
database-coordinated sharing by fixed
point-to-multipoint deployments in the 12 GHz,
37-37.6 GHz and 42 GHz bands.

® Opportunistic, unlicensed use of unused
spectrum by frequency and location: Examples
include TV White Space databases (which enable
use of locally-vacant TV channels) and the AFC
systems that will soon manage RLAN use
outdoors and at standard power across most of
the 6 GHz band in the U.S., Canada and other
countries.

e Two-tier Licensed Shared Access based on
geographic areas and database assist:

More than a dozen European and other NRAs are
implementing opportunistic sharing through the
coordination of local shared access licenses, with
a primary focus on the 3.8-4.2 GHz C-Band
occupied (but grossly underutilized) by fixed
satellite earth stations. The future use of
automated coordination is being considered in
some cases, depending in part on usage.

e Three-tier shared access, combining licensed
and opportunistic use: In the United States,
CBRS is managed by a dynamic SAS that governs
private sector sharing of U.S. Navy radar spectrum
at 3550-3700 MHz to accomodate a mix of
licensed and lightly-licensed use. In the United
Kingdom, TV White Space is managed in tiers by
a dynamic geolocation database, sharing
broadcast spectrum (primary) with wireless
microphones (secondary) and opportunistic
unlicensed sharing for TVWS devices (tertiary).

The basic building blocks and sequential steps of an

automated frequency coordination system include

the following informational inputs and core functions:
® Rules and policy guidance, including exclusion

zones and terms of use, promulgated by the
regulator (NRA);

® Incumbent information, primarily from licensing
databases;

® A registry of eligible shared-access users and
devices, including information on geolocation,
operating parameters and verification of device
certification;

® Static and dynamic inputs on the spectrum
environment, which can include GIS data (such as
terrain and clutter) and sensing data;

® Analysis of the impact of emissions on
interference, applying propagation and
interference models to the available data on users
and the environment;

® Protection algorithms that translates the rules,
environmental inputs, and interference analysis
into objective answers to requests to transmit;

e Calculation engine: The database applies the
rule-derived algorithms in response to requests
for a spectrum grant;

o A communications interface that allows
shared-access users to directly and regularly
renew grants, share information, and receive any
subsequent changes to their authorization.

Putting this all together, we see that DSMS is simply a
means of scaling and automating the process that the
regulator (with or without the assistance of third
parties) authorizes for any band that does not need to
be exclusively licensed. Just like manual coordination
for fixed point-to-point links, for example, there is a
request for an assignment, analysis of licensing data,
the application of the rules to available inputs, and a
decision communicated. However, whereas a more
manual or even database-assisted coordination
process can be expensive, slow, limited in its
granularity, and prone to inconsistent results, an
automated calculation engine can produce
near-real-time and consistent outcomes at very low
marginal cost.
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Dynamic Spectrum Coordination System:
How it Works

The starting point for the automated coordination
process outlined above is, of course, the NRA's rules
and policy guidance - including any subsequent
revisions. This begins with the maxim that
shared-access users “shall first do no harm” to
incumbent services. The goal is minimal impact on
incumbent operations, although the trade-offs
between degrees of protection and spectrum
efficiency should be determined by the NRA for each
band and reflected in the rules. Importantly, the rules
do not require technical implementation details,
which can be delegated (subject to NRA approval) to
one or multiple AFC operators or, ideally, to an expert

Geographical data

Regulations and policies

Incumbent properties Lo

Availability of frequency channels

History data

SPECTRUM
DATABASE

multi-stakeholder group that includes relevant experts
and industry representatives.”

With rules in place, one or more DSMS operators are
typically authorized by the NRA to develop and
manage the system. As discussed further below
(Section 3), NRAs have options that range from
contracting with a sole-source DSMS to qualifying and
certifying multiple, competing DSMS operators. In
either case the DSMS operator(s) develop the
algorithms that translate the NRA's rules into objective
answers to requests for a spectrum frequency
assignment. Testing is typically required and the NRA
can invite public comment, which allows a range of
stakeholders to surface concerns, ideas and
suggestions.

Sensing data

' measurements

Spectrum

Regulator
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. , Additional data
' Terrain data etc. .
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Figure 4- A general spectrum database model. (Source: M. Hoyhtyd, et al.) '®

An essential component of any coordination process is
complete and accurate licensing information on
incumbent operations. Database operators will
regularly ingest the NRA’s licensing data on the
protected service(s) and must do so frequently
enough to capture new licensees or changed
operating parameters. The frequency of these updates
will vary by band. Baseline parameters of the
incumbent systems, such as the interference
tolerance of receivers and the coverage area of base
stations, are also critical inputs into the AFC's analysis
and response to requests from secondary users.

Unfortunately, collecting incumbent information can
be problematic when “the regulator might have some
but not all the data, or not to the level of detail needed
for the protection calculations,” as the European
Council of Postal and Telecommunications (CEPT)
observed in its report on a framework for TV White
Space database management.”® The NRA may need to
require incumbents to report additional information,”
as well as to verify the accuracy of licensing data, or at
least give incumbents the choice of taking this
‘self-help’ measure or instead face increased risk of
interference. At the same time, it's important to
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minimize the burden and require all stakeholders to
report only information necessary to facilitate sharing
without interference. The ECC report also notes there
may be privacy and cost considerations, but in
implementations to date these have been judged to
be minor and manageable.?®

The DSMS operator may be required to collect a similar
set of information from shared-access users as part of
granting any request for permission to transmit.

These secondary users, whether lightly-licensed or
unlicensed, must generally register through an online
self-registration portal and provide general information
(e.g., contact information, location, certified devices to
be used) as well as whatever technical operating
parameters the DSMS requires to apply its algorithms.
Registration is also an opportunity for the database
operator to set up a payment mechanism for any fees
authorized by the NRA, including (at the regulator’s
option) a licensing or spectrum use fee.”

Modeling data
(e.g., propagation,
GIS data)

Incumbent and
protected/priority
users

USER : :
DEVICES

Device/database
interaction

Policy
Constraints

Technology
awareness

Ecosystem

awareness

v

Figure 5: Conceptual architecture for an automated frequency coordination (AFC) system.

Importantly, DSMS operators will typically maintain a
registry of access points and other devices certified by
the NRA. The verification of device certification is
critical to ensure that a grant to operate is not given to
a device that is not compliant with the technical rules
for the band. The NRA's device certification rules must
prohibit users from modifying the hardware or
software settings to circumvent the need to request
and comply with time-limited assignments from an
authorized DSMS.?? Conversely, the NRA will need to
adopt device certification standards that require that
a device will not transmit on the band without a
current grant from an approved database provider.

Another valuable and increasingly sophisticated set of
inputs inform interference modeling and ecosystem
awareness. The analysis algorithms for dynamic
databases include models for propagation (path loss),
device characteristics (e.g., out of band emission
masks), and antenna patterns (e.g., a directional
antenna has a far different impact than an
omnidirectional). Propagation and interference models
can have a major impact on the availability of shared
spectrum. Propagation modeling can be limited to
terrain (for example, the limited but widely-used
Longley-Rice propagation model), or it can be more
robust by factoring in clutter (structures, trees),
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building materials, building height, and other
information. The results of coexistence studies
between real devices and real incumbents, whether
bench-tests or field measurements, may be used by
an NRA as a foundation for determining what levels of
interference are tolerable in a given situation. 2

The more detailed and reliable the data, the more
accurate (and typically the more robust) the grants of
permission for shared-access usage will be ?* For
example, at low power, Wi-Fi or other broadband
devices may be able to operate far more extensively if
the DSMS algorithms take into account a 3D
modeling of clutter, which can factor in not only the
footprint of a building (at ground level) but also its
height. Dynamic databases will increasingly integrate
real-world GIS data, device location data, RF sensing
data (if available), and the NRA's rules and policies into
a Radio Environment Map (REM) that provides the
most granular, efficient and reliable basis for granting
or denying requests to operate on a secondary basis.
This is discussed further in Section 5 below.

At this point, the DSMS database is certified and has
the incumbent, user, environmental and other data it
needs to immediately respond to requests for a
frequency assignment. A network operator or
individual device requests an assignment. Depending
on the rules adopted, the operator’s request could be
for an assignment of one or more generic channels of
bandwidth, for a specific frequency range, or for a list
of available frequencies from which to choose. The
coordination system will first verify the secondary user
is registered and that the access point or other device
seeking authorization is certified. Algorithms
informed by the rules, the available modeling data,
and the user’s location and device characteristics are
applied to the user’'s request. The calculation engine
generates a list of allowed frequencies, associated
transmit powers, an expiration of the grant, and any
other parameters.?®

In an automated coordination system, the result is
immediately communicated back to the user. In
some cases, the denial of a specific request is
accompanied by an offer of an alternative channel or
power level, depending on the design of the overall

system. The need to have a coordination analysis
reviewed and approved using NRA resources is elimi-
nated. This speeds time to market and minimizes
costs. Similarly, an automated coordination system
can also facilitate secondary market transactions. The
database can quickly match supply and demand,
reduce transaction costs, and enforce conditions (e.g.,
NRA rules on license partitioning, term or power
limits).?

The frequency assignment will typically be time-limit-
ed, requiring the network or device to periodically
request a renewed or changed grant. The grant
provided by the DSMS is therefore equivalent to a
time-bounded authorization (or license) to transmit.
The automatic expiration of a grant accommodates
any changes in protection requirements for incum-
bents and can vary widely (from hours to weeks). A
failure to renew is presumed to be due to inactivity and
the grant expires. This automation allows the NRA to
make the grant of a frequency assignment as
geographically limited, or as short in duration, as it
deems appropriate to protect incumbents and serve
its overall policy purpose. These conditions can also
change over time.

Beyond these basic functionalities, DSM systems have
potential capabilities beyond the reach of a manual or
even a database-assisted process. These fall into
categories that include monitoring and collecting data
on actual use of the band; coexistence optimization,
which helps devices minimize mutual interference
(relevant in particular where secondary users have no
interference protection);?® enforcement assistance
(including the ability to identify and shut down errant
devices);?® and dynamic adjustments to the admission
control parameters (in response, for example, to
aggregate interference in a certain geographic area).
The benefits of automated coordination to network
operators and regulators is discussed further in Section
3 below, but leading examples include to:

e Optimize coexistence among secondary users, if
relevant, based on NRA rules (for example, among
unlicensed or other opportunistic users);

® Capture data and report on actual use of the
band, as well as any anomalies that may inform
future regulatory action;*°
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® Maintain the ability to identify and shut down a
device or provider in cases of harmful
interference or emergency;

e Facilitate secondary market transactions;

® Collect any usage or regulatory fees authorized or
required by the NRA,;

® Provide a portal for incumbents and/or users to
report corrections or updates to licensing data,
operating parameters, or to report incidents of
interference;

® Develop additional value-added services that can
be offered to stakeholders in the band, including
to incumbents.

2. FREQUENCY COORDINATION SYSTEMS:
MANUAL TO AUTOMATED TO DYNAMIC

The use of databases as a tool to coordinate frequency
assignments — and avoid harmful interference — has a
long and successful history. In the United States,
thousands of MHz of spectrum are shared among
unrelated entities through a coordination process
either controlled by, or assisted by, databases operated
by one or more commercial entities authorized by the
FCC. As demand for spectrum has surged and
technology has advanced, spectrum database
coordination has evolved from manual, to
database-assisted, to automated, to dynamic. DSMS
technology has the ability to factor in real-world inputs
beyond static licensing data, using propagation and/or
interference modeling informed by how each device
admitted to the band alters the interference
environment, or by spectrum sensing or other
dynamic awareness data.

Of course, the original and most basic spectrum
coordination is done manually, informed by the many
licensing databases maintained by NRAs, such as the
Universal Licensing System (ULS) maintained by the
FCC.® These licensing databases, though often rich in
operational detail, are almost entirely static. ULS and
others today enable electronic filing of licensing
applications — which can speed the process — but
manual staff review is generally still necessary and
assignments are not granted instantaneously.
Licensing databases play a key role in assisting

coordination in shared bands, but do so primarily as an
informational input for the agency staff or, increasingly,
the external third parties that run the calculations and
prepare coordination reports. It takes more to enable
dynamic band sharing, particularly at scale and among
users with divergent technologies.

A. Manual, Database-Informed Coordination

For decades most coordination and approval of
licenses for fixed, site-based licenses (such as broad-
cast transmitters and point-to-point links) has relied on
an essentially manual process that relies on the NRA's
licensing database.

A leading example is the coordination model used
since 1974 in the U.S. to coordinate point-to-point
microwave links in Fixed Satellite Service bands.
The 6 GHz C-band alone has approximately 100,000
licensed links operating on one or more channels
across 850 MHz of spectrum.®?> Generally, Part 101 of
the Commission’s rules requires an operator to
complete coordination prior to filing an application for
authorization.** “The applicant must, through
appropriate analysis, select operating characteristics to
avoid interference in excess of permissible levels to
other spectrum users.”*

For each link, an operator typically contracts with a
qualified private firm to prepare the coordination
analysis, which must be sent to other registered users
in the area (who have up to 30 days to raise objections).
Only then can the user file an application for
authorization with the Commission, specifying the
precise location and full technical parameters of the
transmitter(s) to be used. The FCC then typically takes
up to another 30 days to review and approve the
license, which may be provisional if conditioned on
buildout requirements. Although larger firms such as
Comsearch — which coordinates over 10,000 links each
year — now use their own proprietary database to
largely automate the process, the cost and
coordination time required to license a point-to-point
link can be substantial.®®

European NRAs maintain a similarly “conventional
link-by-link assignment and centralized coordination”
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process for virtually all point-to-point links.*® The
primary difference from the U.S. process is that the
analysis is typically done within the agency, using the
regulator’'s own databases and analysis software,
rather than by third-party coordinators. This additional
cost is reflected in the licensing fee. NRAs have full
access to licensing information (important since
licensing databases are generally not as publicly
available as in the U.S.) and responsibility to anticipate
and resolve cross-border coordination (important in
the EU where borders are numerous).

At the same time, the volume and complexity of fixed
wireless coordination promises to grow considerably,
even in bands not shared with an incumbent service.

ECC Report 173 concluded that “current trends in the
FS marketplace are for an ever increasing provision of
... very high capacity links,” for mobile infrastructure in
particular, as “a viable alternative to deploying fiber
optic, especially in rural areas, but equally in high
density urban areas” where digging up roads can be
disruptive or too costly.*” In addition, the report recog-
nizes a parallel growth in point-to-multipoint coordina-
tion as operators similarly seek to avoid the obstacles
to trenching fiber by deploying high-capacity fixed
wireless service to homes and businesses, as well as for
mobile backhauling.

POINT TO POINT MICROWAVE LINK

Tl

I¢

Figure 6: Point-to-point links have typically been subject to manual coordination.

A more recent variation of a regulator leveraging
database-informed coordination is the coordination
process for the Wireless Medical Telemetry Service
(WMTS) in the United States. Hundreds of hospitals
share two bands designated for medical devices that use
very low-band spectrum. Since this licensed-by-rule
spectrum is dedicated almost entirely for hospitals,
the FCC designated the American Hospital
Association (AHA) to maintain a registry that seeks to

ensure nearby hospitals do not cause mutual
interference and also to avoid certain exclusion zones
(for radio astronomy in the band corresponding to TV
Channel 37).38 The database coordinator does not
actually make frequency assignments. Its role is to
register and notify WMTS users and equipment
manufacturers of potential frequency conflicts. Any
interference disputes not resolved by the parties are
referred to FCC staff for final resolution. *
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B. Semi-Automated, Database-Assisted bands through a semi-automated process. Since 2004,

Coordination: 70/80/90 GHz in the U.S. the FCC has certified multiple commercial
database operators, under delegated authority, to

For nearly three decades, spectrum databases have register, manage and coordinate PtP link registrations

been harnessed to streamline the process of in the 71-76 GHz, 81-86 GHz and 92-95 GHz bands

coordinating point-to-point (PtP) links in shared shared with federal government incumbents.*°
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v
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Figure 7: The 70/80/90 GHz link registration and database coordination process interconnects with a U.S.

government database to ensure no conflicts with military or other agency use of the band.*
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As the FCC noted at the time, in millimeter wave
bands the highly-directional “pencil- beam” signal
characteristics of PtP links “permit systems in those
bands to be engineered in close proximity without
causing harmful interference.”* The FCC concluded
this obviated the need for the traditional PtP
frequency coordination process described just above.
Instead, the FCC adopted a light-licensing framework
coordinated by competing private database
managers. Users apply for a non-exclusive, nationwide
license to locate links, on a first-in basis, using any of
the 12.9 GHz allocated for commercial use.*? FCC rules
allow multiple database coordinators to compete and
to provide additional services such as link design, prior
coordination and interference analyses.

To register a link, a licensee uses an online portal to
enter the latitude/longitude and other required
parameters. The frequency coordinator verifies that
the proposed link path will not interfere with other
registered users. Although the process is streamlined,
because of the need to protect Federal Government
operations — including classified systems — the FCC
requires database operators to prior-coordinate with
Federal users through a separate, non-public
database.**The National Telecommunications and
Information Administration (NTIA), the government’s
Federal spectrum manager, maintains an automated
coordination database of Federal assignments in the
band. When there is a request for a new commercial
link, the database coordinator first checks the
requested path for non-interference with non-Federal
links. The database coordinator then relays the
request to NTIA's database and receives approval,
denial, or a hold for further consideration via an
automated “green light, yellow light, red light” process
(see illustration just above).*

In contrast, the UK ultimately adopted a very different
“mixed management approach” for E-band
frequencies 71-76 GHz and 81-86 GHz. The lower half of
each band is coordinated in a traditional, link-by-link
process by the agency itself, while the top half of each
band is self-coordinated (light licensing) by operators
that are obligated to do their own interference
analysis and negotiate over any resulting interference
issues.“® Both approaches are essentially the
manual-but-database-assisted process used for

PtP links in 6 GHz and other fixed service bands.
Australia, Russia and Czechia have adopted the “light
licensing” approach to the E-band, although these are
generally based on self-coordination and first-in-time
registration, similar to the UK's framework for the
upper half of each band. In 2022, India’s TRAI similarly
adopted an online registration process for E-band
backhaul links.”” “Responsibility for interference
analysis rest[ing] with the licensee, who needs to check
the WPC link database prior to link registration (links
should be protected on a “first come, first served”
basis).”4®

C. Licensed Shared Access

The now decade-old European experiment with
Licensed Shared Access (LSA) is another
database-assisted model that intended to facilitate
two-tier sharing between primary and secondary
licensees. LSA would give an incumbent spectrum
holder (e.g., large mobile carriers, government users)
an opportunity to lease out all or part of their spectrum
on a temporary basis to other operators while
guaranteeing that no interference is caused to the
incumbent. In this model, targeted initially at the
2300-2400 MHz band, the NRA plays a direct role in
managing the database of information by which
primary and secondary licensees share the band.*®
Unlike any of the band-sharing models adopted in the
United States, the European framework for LSA is
contingent on the agreement of both the incumbent
and of the Mobile/Fixed Communications Network
(MFCN) operator to the conditions of use of the
spectrum.°

The European Communications Committee (ECQC)
encouraged CEPT member governments to deploy
mobile networks in 2300-2400 MHz under the LSA
regime.> ETSI supported this by releasing a
standardized protocol for LSA in 2017. However,
according to an indepth analysis by former Ofcom
official William Webb and colleagues, “by the end of
2021, the only case of official European deployment of a
LSA-like spectrum access regime was reported in The
Netherlands, and only for the narrow case of spectrum
access registrations for Program Making and Special
Events (PMSE) wireless equipment, such as mobile
wireless cameras.”>? Although the deployment of LSA
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remains stalled, Webb et al. report that the model
“continues to be seen as a promising vision of
database-enabled spectrum sharing,” particularly with
respect to facilitating and potentially automating
secondary market leasing by incumbents to mobile
operators seeking to enhance capacity with quality of
service assurances in targeted areas.®

The LSA framework presumes that the NRA creates
and operates a Licensed Shared Access Repository
(LR), with a common database of information on the
terms of sharing and the incumbent locations,
operating parameters and other data needed by each
LSA licensee. Each LSA licensee operates a proprietary
LSA Controller within its own network, interfacing with
the Repository. The LSA Controller, which is internal to
the carrier’'s network, must check in periodically and

report the status of its use, allowing the NRA's Reposi-
tory to verify non-interference and ongoing compli-
ance with the sharing agreement.>*

LSA's two-tier and excluvely-licensed framework is very
different from the automated frequency coordination
databases adopted in the United States to enable open
shared access to unused capacity in the TV broadcast,
U.S. Navy and 6 GHz bands (described below). The
centralized repository facilitates secondary access to
unused spectrum only to the extent the incumbent
agrees to share. “In LSA, the incumbent controls the
availability and sharing terms of the sharable spec-
trum,” whereas in the U.S. models for automated
frequency coordination “the government regulator
mandates the availability and terms of sharable
spectrum” and thus “shares all spectrum by default.”
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Figure 8: LSA functional blocks and interactions (Source: ECC Report 205)
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D. Fully Automated Database Frequency
Coordination: TV White Space

The first fully automated coordination systems were
authorized to manage unlicensed access to vacant TV
band channels, unused spectrum known as TV White
Space (TVWS). Rules governing database-coordinated
access to TVWS were finalized first in 2010 by the FCC,
but have been adopted by a growing list of countries.
The UK, South Korea, Japan, Singapore, the
Philippines and Kenya have working systems
managed, as in the U.S,, by one or more automated
geolocation database operators.*® South Africa
adopted TVWS rules in March 2018.5” More than a
dozen other countries have hosted successful TVWS
pilots, most enhancing broadband connectivity to
schools and in rural areas, including in Colombia,
Taiwan, Jamaica, Namibia, Ghana, Tanzania, Trinidad
and Tobago and Malawi.*® Many of these initiatives
have been assisted by the Model Rules and
Regulations for the Use of Television White Spaces
made available by the Dynamic Spectrum Alliance
and its members.>®

TV Bands Databases (TVDBs) are a direct illustration of
the point emphasized at the top of this report: TVDBs
do nothing more than automate the process of
manual spectrum coordination. This automation
speeds access, lowers costs, better protects
incumbent licensees (broadcast stations and wireless
microphones, most commonly), and accounts quickly
for changes in their use of the band. It is particularly
straightforward in the TV bands, where incumbent

transmitters are fixed and their operating parameters
are well known. Because the incumbent ecosystem is
mostly static (fixed), the outcome of a secondary user's
request to transmit is pre-computable, which means
outputs from the calculation engine can be verified for
any location in advance by the regulator. What's added
is a user interface and automation, allowing for
near-real-time and very granular assignments at low
cost and with consistent accuracy.

As the schematic just below illustrates, TVDBs ingest
incumbent licensing data, including geolocation and
operating parameters, and calculate vacant channel
availability, as well as allowed power levels. TV White
Space devices (WSDs) are required to access a
database server at least once per day (under U.S. rules,
but in the U.K. every 15 minutes) or if the device
changes location. The device receives a list of available
channels and the maximum allowed transmit power
(which is in part a function of frequency separation
from local broadcast stations).

This fairly static coordination process is somewhat
complicated on TV channels that are shared as well by
licensed wireless microphones (e.g., in the U.S. and
U.K\)), which are intermittent and can be mobile. In the
U.S. this incumbent protection data includes
“reservations” of channels by licensed wireless
microphones, which typically operate intermittently
(for example, at major public events). ®©° In this sense,
the TVDB manages a three-tier system of sharing, at
least in the U.S. and U.K. where licensed PMSE users
(microphones) have priority access in relation to
unlicensed device.
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Figure 9: Simplified admission control system architecture for Television Whitespace Database (TVDB).
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In the U.S. case, TV viewers are protected within
standardized and static contours calculated using the
relatively simple and very conservative (both
unrealistic and often overly protective) FCC Curve
propagation model that considers only the average
height of terrain in a given direction, while taking no
specific account of basic geographic features (e.g.,
mountains, lakes), nor of trees, buildings or other
“clutter” that more sophisticated GIS models use.
Ofcom’s TVWS rules, promulgated later and with the
benefit of more granular pixel-based simulations of TV
sighal strength, permits more accurate database
calculations and hence both more bandwidth for
WSDs and more protection for viewers. However,
neither Ofcom nor the FCC databases take account of
terrain in protecting PMSE, instead assuming a
worst-case, line-of-sight scenario.

Although TVDBs fully automate coordination, a few
significant features simplify their implementation and
distinguish them from the sort of dynamic and/or
three-tier database coordination system described
just below (CBRS in the United States). First, and most
obviously, channel coordination in the TV bands is

two-tiered; all shared-access users have the same
license-exempt status, meaning they have no rights to
interference protection vis-a-vis other shared-access
users. And where only TV signals need protection (and
no secondary users, such as wireless microphones,
have “priority access”) incumbent stations are entirely
fixed and so the calculation engine’s output of
available channels for unlicensed use is entirely
predictable.

Second, and relatedly, the TVDBs provide no
coexistence management services. Like any other
conventional unlicensed band, coexistence is left to
voluntary, self-coordination among users or, if the
regulator consents, to be offered as a value-added
service by one (or more) of the TVDB operators.
Interestingly, the earliest value-added service offered
by one of the competing TVDBs in the United States
(Spectrum Bridge), leveraged the database to allow
wireless microphone operators to readily determine
which channels were most free from potential
interference (not only from unlicensed WSDs, but from
nearby TV stations as well).

TVWS availability  Detailsn of PMSE
FPR protection
of DTT

assignments

TVWS Slave

TVWS Master

White space database(s) (WSDB)

Subject to ofcom contractural arrangements

Figure 10: OFCOM'’s architecture for Television Whitespace Database (TVDB).
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Finally, TVDBs do not consider aggregate interference
when computing the channels and power levels
available to each device seeking unlicensed access.
The interference calculation is entirely static and
one-to-one; either the WSD - adjusted for power,
bandwidth and height above ground level — is outside
the protection contour of a local TV station (or
registered wireless microphone system) or it is not. In
other words, permission for a new WSD to operate
does not depend on the proximity or channel
selection of other WSDs previously admitted to the
band. While this simplifies coordination, the inability
of the TVDB to manage interference dynamically
results in a maximum power per WSD “based on an
estimate of worst-case density."®

E. Dynamic Coordination Databases: The
CBRS Spectrum Access System

In 2015, the FCC voted unanimously to create the new
Citizens Broadband Radio Service to coordinate new
licensed and opportunistic access to unused
spectrum in the 3550-3700 MHz band. The CBRS
rules authorize the certification of competing
frequency coordination systems — called Spectrum
Access Systems (SAS) — to govern a dynamic
framework for spectrum sharing among a three-tier
hierarchy of users: incumbent licensees (U.S. Navy
radar, FSS), Priority Access Licenses (PALs), and
opportunistic (licensed-by-rule) General Authorized
Access (CGAA) users. SAS administrators are
responsible for ensuring incumbent services are fully
protected from interference and that PAL operators
are similarly protected from GAA users. Based on the
type of device (fixed or personal/portable), information
about the transmitter’s location and operating
parameters, and the technical rules adopted to
protect incumbent users from harmful interference,
the SAS calculation engine determines the list of
available channels at the PAL and/or GAA device

location and its maximum permissible radiated power.

Seven PALs in each U.S. county were auctioned in
2020, raising $4.58 billion. Each PAL provides priority
access to 10 MHz between 3550 and 3650 MHz. PAL
channels are assigned dynamically, in order to
protect tier one incumbents (U.S. Navy, FSS), while

GAA users operate band-wide on an opportunistic
basis. The GAA tier is technically licensed by rule;
operators must register with a SAS. But CGAA is also
effectively unlicensed in the sense that it is open to
anyone and conveys no protection against
interference, although a SAS has the ability to optimize
coexistence among users. GAA users can operate
throughout the entire 150 MHz of the 3.5 GHz band on
any frequencies not in use by PALs, FSS, or by the Navy.
The FCC certified multiple SAS operators for
commercial operation in early 2020, allowing
opportunistic (CAA) use of the band initially, followed
by licensed deployments after the completion of the
auction for PALs later that same year.

Unlike all previous auctions for exclusive-use IMT
spectrum, PALs offer interference-protected spectrum
in relatively small areas (counties) and for “a wide
variety of users, deployment models, and business
cases, including some solutions to market needs not
adequately served by our conventional licensed or
unlicensed rules,” the FCC stated, including small rural
ISPs, enterprise and industrial users.®? As the CBRS
Order stated, the regulator’s intention was to make a
combination of licensed and opportunistic access
available on a localized basis, and under uniform
technical rules, to thousands of potential network
operators, including rural ISPs, private LTE networks,
office complexes, factories customizing
machine-to-machine networks, utilities, airports,
shopping malls, sporting arenas, school districts, and
college and other campus networks.
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Figure 11: Three-tier coordination in the 3550-3700 MHz Citizens Broadband Radio Service.

With direct and affordable access to spectrum,
enterprises and venues can deploy localized networks,
including connectivity solutions customized and
deployed by end users themselves. The auction for
seven PALs in each U.S. county reflected this diversity,
raising $4.6 billion from 228 diverse winning
bidders—almost 10 times the number of winning
bidders as in the subsequent auction for
exclusive-use, very large-area licenses in the adjacent
3.45-355 GHz band. By automating open access to
shared and localized spectrum capacity, a host of new
services have emerged. In addition to adding capacity
in targeted areas by the public mobile networks, and
use of these frequencies by rural wireless Internet
service providers (WISPs) in less densely-populated
areas, a wide variety of private networks are also using
the CBRS band. From business to leisure, hundreds of
smart office, airport and stadium private networks
have been deployed using CBRS as the result of
having access to spectrum without the need for an
individual license.

In less than three years (as of February 2023) more
than 310,000 CBRS base stations had been deployed
across the United States with the vast majority relying
on the free-to-use GAA tier. The FCC had certified 187
different CBRS base station models and 496 different

end user devices, ranging from traditional
smartphones and loT modules and gateways to
security cameras, barcode scanners, and building
management sensors.®* Examples of such private
wireless network deployments using the CBRS GAA
tier include:

e Factory Automation: John Deere, a leading
agribusiness manufacturer, uses CBRS to analyze
data on welding patterns to train an algorithm on
the best welds for future fabrications, and to track
equipment and improve operational efficiency;

e Utilities and Ports: The Port of Long Beach,
California, uses private networks to support
automated-guided vehicles moving cargo and to
improve real-time logistics;

e Education: School districts and libraries use GAA
spectrum to close the ‘homework gap’ by
connecting low-income student households
directly to school networks; ®

® Sports & Hospitality: The National Football
League uses CBRS to provide secure
communications between coaches and players
and to supplement in-stadium Wi-Fi;
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e Smart Cities: The City of Las Vegas and NTT
announced a partnership to build a city-wide
CBRS-based private 5G network as an open
platform for local business;

e Airports: Boingo is leveraging CBRS at Chicago’s
O'Hare for a private cellular solution to securely
connect enterprise loT devices and power
essential airport services.

CBRS: A Dynamic, Three-Tier Sharing Framework

The primary band incumbent is U.S. Navy radar
operating primarily on ships that periodically come in
and out of ports and naval bases, or pass close enough
to the U.S. coastline that the noise floor in the band
(aggregate interference) is an operational concern for
the military. As shown in Figure 12 above, other
incumbents include a small number of FSS earth
stations and temporarily grandfathered fixed-wireless
networks. CBRS devices (CBSDs) are required to
continuously request permission from a SAS (a
“heartbeat”) to continue operating under their current
channel assignment. These short-interval grants allow
the coordination system to be sufficiently dynamic to
protect Navy radars, which are mobile. To account for
the fact that most Navy radar is operating on shipsin
motion, an environmental sensing capability (ESC) —a
network of spectrum sensors along the U.S. coastline —
detects incumbent naval radar use of the band and
alerts the SAS to move new terrestrial commercial
operations to non-interfering channels.

In a December 2022 report on “lessons learned” from
CBRS, the FCC's Technological Advisory Council (TAC)
stated that: “Despite nearly three years of commercial
operation, there has been no reported interference
from CBRS into protected incumbents in the band."®®
The U.S. Department of Defense likewise agreed that
the SASs have fully protected U.S. Navy radar
operations. In a November 2022 article, DoD official
Vernita Harris called CBRS a “win-win situation” since
“the U.S. military can continue to use critical radars
systems while commercial users have leveraged CBRS
in a variety of sectors, ranging from real estate to
health care to utilities.”*® Harris went on to state that
“[wl]ith its use of the SAS, CBRS has eliminated many

labor-intensive tasks, reduced opportunities for human
error, and enabled over 228,000 CBRS devices (as of
May 2022) to operate in the band and not interfere
with DoD operations.” As noted above, more than
320,000 access points were deployed by early 2023.

The one downside, the TAC concluded, is that “a large
number of conservative assumptions are built into the
CBRS protection framework (propagation parameters,
interference protection criteria, etc.) to the extent that
optimal shared spectrum efficiency may not have yet
been achieved.” As an example, the TAC cited reliance
on the Irregular Terrain Model (ITM) to estimate propa-
gation loss does “not take into account attenuation
due to clutter, such as [from] buildings and foliage,
hence the propagation loss is often underestimated,
and predicted interference levels are overestimated.”®”

The dynamic nature of the SAS coordination frame-
work is unprecedented in a number of critical respects:

® Three-tier sharing hierarchy
The FCC decided, for the first time, to offer both
interference-protected access (PALs, which are
auctioned) and opportunistic access (GAA) in the
same band. As noted above, there is a hierarchy of
protection: The SAS protects incumbents against
all shared-access users and it protects actual PAL
deployments fromm GAA users. Devices (whether
for PAL or GAA use) must be capable of operating
across the entire 150 MHz, a requirement critical
to this and other dynamic features higlighted
here. The SAS can accommodate the enormous
potential scale of access points — and efficient
spectrum re-use — inherent in a low-power, small
cell band that is in demand by both mobile
carriers (for network densification) and a wide
range of other industries, rural ISPs, indoor/out-
door venues (hotels, sporting arenas, office
buildings) and industrial users (for loT applica-
tions).
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Figure 12: CBRS conceptual framework.

e Sensing network inputs
Notably, the military agreed to share the band,
subject to SAS control and a capability to sense
their radars, despite concerns related to
interference from a higher noise floor and
revealing ship locations. The ESC, a coastal
network of spectrum sensors, provides each SAS
with real-time awareness of naval radar on a
channel. Each sensor is associated with a large
and fixed geographic protection zone and relays
sensing data to the SAS. Device authorizations
expire after 300 seconds, which is the required
interval from Navy radar detection by the ESC to
channel shut down by the SAS (and all devices on
the channel within 60 seconds). To address
security concerns, the CBRS framework “obscures
the actual location of naval radar, at the price of ...
excluding more area than necessary to ensure
protection.”® In its recommmendations, the FCC's
TAC concluded that although ESCs have proven
adept at detecting incumbent activity (i.e., Navy

radar), “they have the substantial downside

of negatively impacting CBRS use in areas within
up to 80 km from the sensors.”® The TAC
recommended that primary reliance on sensing
networks similar to ESC be avoided, and that a
type of Incumbent Informing Capability (IIC) -
through which incumbents report their activity or
need for protection directly to the DSMS - would
be more accurate and less preclusive.

Dynamic interference protection

As noted above, TVWS database coordination is a
static, one-to-one calculation. If the device is
outside the protection contour of a TV station or
(in the 6 GHz band), outside the protection
contour of a fixed microwave link, it is authorized.
In contrast, a dynamic frequency coordination
system like the SAS takes account of the fact that
the “[a]dmission of nodes into the ecosystem
changes the entry conditions for future
entrants.””?"Each SAS, as they synchronize, is
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updated to take account of each new grant or
termination of permission to transmit. Using this
information, the SAS is able to calculate
aggregate interference from new commercial
users to incumbents and enforce protection of
these systems. Significantly, this gives a SAS the
capability to manage aggregate interference in
specific geographic areas.

The downside of requiring multiple spectrum
coordination systems to take account of aggre-
gate interference is that sharing the data and
performing calculations on a daily basis can take
substantial computing resources and time to
complete. Accordingly, the FCC's TAC recommen-
ded “simplifying the manner in which aggregate
interference is taken into account.””
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Figure 13: Admission control system architecture for three-tier, FCC-certified Spectrum Access System..

Opportunistic access to all unused capacity
Because each SAS has a “map” of all deployments
on the seven PAL channels, it can facilitate
opportunistic GAA use of vacant PAL spectrum in
discrete geographic areas on a “use-it-or-share-it”
basis. In the CBRS band, licenses (PALs) ensure
interference protection for deployed nodes, but
confer no right to exclude opportunistic users
(GAA) when and where the spectrum is not in
use. This discourages spectrum warehousing and
ensures the band is used as intensively as
possible, which is particularly important for rural
and other less densely-populated areas where
PALs may not be fully built out. Each PAL access
point declares (or assigned by default) a PAL

Protection Area (PPA). The SAS ensures that the
aggregate interference at the PPA boundary from
other PAL and GAA use does not exceed a set
harm threshold.”? While PALs are limited to seven
10-MHz channels, GAA is authorized across the
entire band (150 MHz). When a PAL holder
activates a new deployment, any current GAA
authorization within the node’s PPA is terminated.

Coexistence optimization to enhance QoS
Because the SAS has awareness of the transmit
power, bandwidth and other characteristics of
each CBSD authorized to operate in a local area, it
has the ability to make assignments to GAA users
that optimize performance and minimize mutual
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interference. As Google's Preston Marshall has
observed, this “can provide more confidence that a
reasonable level of service can be assured...and
minimize any ‘gamesmanship’ in the use of the
spectrum.””

This is very different from self-coordination in a
traditional Wi-Fi band, where a crude (but unplanned)
coexistence is built into the listen-before-talk
capability of devices; and different from TVWS and 6
GHz AFC database coordination, where users are
given a list of available channels, but must
self-coordinate in relation to other unlicensed users.
For example, if there is 80 MHz available for GAA
locally, and two users request 40 MHz each, the SAS
can optimize by assigning one 3620-3660 MHz and
the other 3660-3700 MHz. Further, if one of those
users has two PAL channels, the SAS can (barring
other considerations) assign a contiguous 60 MHz to
that user (from 3600 to 3660 MHz). At its discretion, a
NRA could make this either a mandatory or voluntary
(value-added) feature of DSMS in a band.

3. THE BENEFITS OF AUTOMATED
FREQUENCY COORDINATION

AFC systems yield substantial benefits to industry,
regulators and consumers alike. Compared to manual
or even database-assisted coordination, automated
frequency coordination speeds access to spectrum,
promotes more intensive use, better protects
incumbent licensees, lowers costs for both operators
and NRAs, ensures consistent outcomes, accounts
quickly for changes in use of the band or changes in
the NRA's rules, monitors spectrum use, and can assist
the NRA in both ex ante and ex post enforcement
actions.

A. Benefits to Industry, Consumers and the
Economy

i. Expands spectrum capacity and efficiency
to meet surging demand

Wireless connectivity is, like electricity, a critical input
to most other economic activity and rapidly becoming

even more pervasive. Demand for both mobile and
fixed wireless data is surging while in most nations
there are few if any desirable spectrum bands not
already assigned and in use for a wide variety of private
and public purposes. Total Internet traffic is both
increasing substantially each year and shifting
disproportionately to wireless devices. As the chart
below indicates, Cisco's global survey of internet traffic
has long forecasted continued year-over-year growth
of 30 percent, with nearly 80 percent of all internet
data traffic flowing over mobile (22 percent) or Wi-Fi
networks (57 percent) by 2022.7#Cisco projected that
more widespread deployment of 5G will only increase
the share of mobile device traffic offloaded onto fixed
networks via RLANs and Wi-Fi. Globally, Cisco projects
there would be nearly 550 million public Wi-Fi hotspots
by 2022, up from 124 million hotspots in 2017, a fourfold
increase.”

As a result, industry studies continue to project
daunting deficits in the availability of both licensed
and unlicensed spectrum. A study commissioned by
the Wi-Fi Alliance projected a shortfall of between 500
MHz and 1 GHz of unlicensed spectrum by 2025, while
a report by CTIA, the U.S. wireless industry association,
noted that “wireless traffic per site ‘is projected to grow
by an adjusted 343 percent’ — all of which additional
spectrum must be ready to absorb.””” While wide
swaths of spectrum have been reallocated in the
millimeter wave bands above 24 GHz, particularly in
the U.S., the more valuable mid- and low-band
spectrum bands are all assigned and occupied by a
wide variety of vital operations in most countries. Even
in bands where incumbents can be relocated, in the
U.S. clearing a band for reallocation and assignment by
auction has taken an average 8.4 years — and 13 years
for re-allocated spectrum to actually be deployed for
exclusive mobile use.”®

Although most demand has focused on mobile carrier
networks and Wi-Fi use indoors, the growth of
fixed-wireless networks is another driver of demand
that is also critical to extending high-speed Internet
access in rural and other less densely-populated areas
where trenching fiber to the home or business is
uneconomic. Outdoor PtP and PtMP deployments in
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unlicensed and shared bands are becoming
increasingly critical to extend high-capacity internet
into these areas and to provide an alternative to more
expensive cable and telco wireline offerings in other
areas. Ericsson projects there were at least 100 million
fixed wireless access (FWA) connections by the end of
2022, a number that will triple by 2028, reaching over
300 million and 17 percent of total fixed broadband
subscriptions.”

However, despite the need for high-capacity PtMP in
areas where wireline connections are inadequate or

uneconomic, there is little if any low- or mid-band
spectrum available except in bands where usage
potentially can be coordinated with incumbents (such
as FSS licensees) that can be protected from interfer-
ence. While a growing share of these FWA subscribers
will be served by a 5G mobile networks on the carrier’s
own exclusively-licensed bands, thousands of WISPs,
fiber and other wireline ISPs (such as cable internet
companies operating as Wi-Fi-first MVNOs) need their
own spectrum access to complete and improve quality
of service.
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Figure 14: While Internet traffic continues to grow rapidly, compound annual growth rates (CAGR) are highest for

Wi-Fi connectivity on mobile devices.°

Given the continued rapid increase in demand for
spectrum capacity among a widening array of
operators for mobile, fixed, unlicensed and enterprise
networks, it becomes clear that DSMS can be a critical
tool that yields important benefits to industry,
consumers and the broader economy for several key
reasons:

First, automated frequency coordination promotes

more intensive and efficient use of the public resource.
It is useful to keep in mind that, in general, it is
spectrum access and not spectrum capacity that is
scarce. Although many well-established uses of prime
spectrum serve critical public needs — such as
broadcasting, satellite video distribution, and military
radar — only a fraction of the overall data-carrying
capacity of many bands is being used on a frequency,
geographic, directional or temporal basis.
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Second, relative to the surging demand for wireless
data, leveraging DSMS to unlock dormant capacity,
while avoiding interference to incumbents, is the
closest thing there is to a spectrum ‘free lunch’ for
businesses and consumers seeking connectivity at
low cost. Opening access to vacant spectrum and
facilitating spectrum re-use keeps the cost of wireless
connectivity more affordable, which increases
consumer welfare both directly (more data for a given
price) and indirectly by enhancing the productivity of
businesses that rely on wireless data. Current
examples include cloud-based services, which for
mobile applications require both near-ubiquitous
connections and relatively inexpensive data
allowances.

Third, advances in dynamic frequency coordination
offer far greater potential to make bandwidth
abundant. Most spectrum coordination and sharing to
date have focused on coordinating the local use of
vacant spectrum. However, as frequency coordination
databases become dynamic, advances in
complementary technologies and techniques give
regulators the option to greatly enhance these
efficiencies. As discussed in more detail below
(Section 5), coordination databases that incorporate
real-world details on terrain, clutter (trees, buildings),
and other GIS data sets that obviate the need for
worst-case assumptions about interference will
enable far more intensive spectrum use. An AFC
system can also, for many bands, be enhanced with
real-time inputs from spectrum sensing networks
and/or devices that crowdsource awareness of the
local spectrum environment. Al and
machine-to-machine learning are likely to further
improve performance.

ii. Protects incumbent operations from
interference

A basic principle of dynamic spectrum sharing is that
the coordination process should have little if any
impact on incumbent systems. Accordingly, a
foundational benefit of dynamic spectrum
management is the consistent ex ante protection of
incumbent operations, as well as the ability to
remediate any interference that does result. As
Google's Preston Marshall describes it, the focus of

dynamic frequency coordination is the “prediction, and
avoidance, of possible interference, rather than
detecting and mitigating the condition."® Of course,
database coordination is dependent on an accurate
reporting of receiver locations and characteristics
except in situations (such as Navy radars in CBRS)
where spectrum sensing provides the SAS with a
real-time proxy for that licensing information.®?
Alternatively, in bands where incumbent activity is
periodic or mobile, an incumbent informing capability
(IIC) could be preferable (this is described in Section 5
below).

So long as the rules require — and the automated
spectrum management system enforces —
non-interference, there is little if any cost to
incumbents. Incumbents are not necessarily restricted
from expanding or changing their location or
frequency use, as they would be with a grandfathering
approach. In the case of TVWS, for example, the use of
an automated database (TVDB) not only protects
viewers of over-the-air TV, but it also almost instantly
accommodates any future licensing of new TV stations,
or the movement of a station from one channel or
tower siting to another. More generally, radio
propagation modeling is well-established and rapidly
becoming more granular as very detailed GIS data on
terrain, clutter and other factors enhance the
algorithms used by spectrum databases to enforce
compliance with interference protection rules.

Primacy in a shared band is particularly valuable for
incumbents in a low-value, declining, or
less-intensively used band, where continued
underutilization of the spectrum may be politically or
economically unsustainable. For example, when the
U.S. Congress required an auction of the 700 MHz
band, TV stations were cleared from the band and
relocated below 698 MHz. While the relocation of
incumbents remains a viable option in some bands, in
other bands sharing — and particularly the sort of
intensive sharing enabled by DSMS - obviates the
argument that the band is underutilized. 8In the case
of CBRS, the U.S. Navy and military more broadly
shifted from opposition to general support for band
sharing using DSMS as they felt increasing pressure to
relocate or to compress operations into less spectrum,
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which they viewed as more expensive and disruptive
alternatives by comparison.

Of course, there is always some risk of failure in the
coordination system, or in individual devices, that
could create instances of harmful interference. While
there never has been nor will be zero risk of
interference, technical and regulatory trends are
moving in parallel to both minimize and rapidly
remediate such scenarios. One regulatory approach,
adopted for TVWS and to facilitate AFC management
of unlicensed sharing in the 6 GHz band, are
requirements that users register the location and
technical characteristics of every access point, that
end user devices not registered must be under the
control of those APs, and that the permission to
transmit must be renewed by the database at defined
intervals (generally each 24 hours), allowing any user
or device to be shut down quickly. Another approach,
incorporated in the CBRS rules, allows satellite
operators in the adjacent 3700-4200 MHz band to
report any out-of-band interference directly to SAS
(database) administrators as a ‘backstop’ to the
automated, ex ante process.®*

In short, unlike traditional unlicensed sharing (e.g.,
among Wi-Fi users at 2.4 GHz), dynamic database
enforcement permits regulators to revisit and revise
the rules that apply to operation of the installed base
of devices. The DSMS provides the flexibility to amend
protection criteria and algorithms, allowing regulators
to respond to real-world experience and data over
time without running the risk that devices are beyond
recall.

iii. Lowers the cost of connectivity for providers

At the most general level, more spectrum re-use and
bandwidth abundance lowers the cost of mobile and
fixed wireless connectivity — for consumers and as an
input to production for other industries. In addition to
increasing the overall supply of spectrum - and
reducing thereby the cost of bandwidth — DSMS can
lower the transaction costs and delays associated with
more traditional mechanisms, including auctions,
manual coordination and secondary market
transactions.

As the wireless ecosystem transitions from a focus on
wide-area coverage to a focus on localized capacity, the
number of access points will increase by orders of
magnitude. In higher frequency bands, where wide
channels enable greater capacity, the most intensive
and efficient deployments will rely on small cells. In
some bands this may result from a regulatory choice
(as the FCC did with CBRS and in 6 GHz to protect fixed
link incumbents) or from operator choices based on
propagation characteristics and the need to densify
existing networks. In shared bands, this scaling can
only be achieved cost-effectively by an automated
process that does not involve manual calculations,
regulatory decision-making or politicking.

Lowering transaction costs for spectrum access lowers
barriers of entry, thereby promoting competition,
innovation and consumer choice. This benefit is
magnified where automated frequency coordination
facilitates low-cost access to valuable spectrum on a
very localized and/or small-area basis, as described
further below.

Another benefit of automated coordination is a
substantial reduction in deployment times, including
the time-to-market for new innovation, coupled with
an increase in operational flexibility. Traditionally,
access to licensed spectrum has required either the
large upfront capital investments that typify auctions,®*
or a relatively expensive combination of manual
coordination and regulatory fees on a site-by-site basis
(e.g., for coordinating FS and FSS deployments). In
contrast, an automated, flexible (dynamic) and very
low-cost coordination process can facilitate a nimbler
and more robust wireless ecosystem while lowering
the costs of connectivity overall.

iv. Promotes direct spectrum access for
innovation and productivity

DSMS is particularly useful for coordinating very
localized access to unused spectrum capacity. The
need to protect incumbent operations in shared bands
typically means that spectrum will not be available
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over large geographies. Mobile carriers have resisted
band sharing for this reason: their business models are
based on very wide-area coverage and the efficiencies
that flow from exclusive control of a band. As a result,
any other enterprise seeking to deploy a network on a
more localized or targeted basis has generally needed
to either purchase a carrier-offered service or, more
frequently, make do with unlicensed spectrum.
However, where a band is allocated primarily for
capacity (not wide-area coverage) — and particularly
where incumbent licensees will retain primary status
and require protection — coordinated sharing can best
serve the public interest.

Dynamic frequency coordination, both by necessity (to
protect incumbents) and by design (to promote more
widespread access), has a greater ability to provide
direct access to shared spectrum for a diverse range of
business firms, small ISPs, critical infrastructure
facilities, venues, public institutions and other entities.
The advantage is that rural broadband, industrial loT,
private LTE networks, smart city applications, and
other innovations can be piloted, customized and
deployed on a local basis by the widest range of
business firms and community anchor institutions.

The ability to rapidly and inexpensively coordinate
spectrum access on a local and even temporary (or
temporal) basis will be increasingly beneficial in a
5G/loT economy where wireless data connectivity will
be associated with virtually every system, venue and
device — and where many thousands of firms and
service providers will have needs and demands for
customized networks. For example, while outdoor
small cells may be the best use of coordinated access
in the urban or suburban core, further out it may be
backhaul, while the band could simultaneously
support indoor, very low-power local area networks
and use cases.® The three-tier Citizens Broadband
Radio Service, described above, is an example.

B. Benefits to Regulators: Automated
Coordination and Enforcement

Automated frequency coordination systems are likely,
over time, to allow NRAs to put far more spectrum
capacity to use with little or no increase in agency

resources. Dynamic database management can give
regulators more control over band sharing, better
enforcement tools, a greater ability to monitor usage,
and the option to outsource technical development and
operations to stakeholders — and all while retaining
ultimate authority, regulatory flexibility and even the
ability to collect fees.

i. An Automated and Scalable Admission and
Enforcement Tool

Regulators can choose to create or authorize an
automated frequency coordination system to do any or
all of the following functions at scale and at low or no
cost to the agency itself:

® Collect, ingest and regularly update incumbent
information from agency licensing records or as provided
by NRA rules;

® Calculate protection contours and other algorithms by
applying NRA rules;

® Verify that all registered device are certified in compliance
with NRA rules;

® Register verified devices and networks, recording any
required data on user identity, location, device type,
operating parameters;

® Calculation engine: apply objective algorithms to grant
or deny requests for permission to operate for whatever
period of time is provided in NRA rules;®”

® Optimize coexistence among secondary users, if
relevant, based on NRA rules;

® Collect any usage or regulatory fees authorized or
required by the NRA;

® Capture data and report on actual use of the band, as
well as any anomalies that may inform future regulatory
action;®8

® Maintain the ability to identify and shut down a device
or provider in cases of harmful interference of emergency;

® Dynamically adjust the device admission or operating
parameters (in response, for example, to exceeding
aggregate interference threshold in  a geographic area);

® Provide a portal for incumbents and/or users to report
corrections or updates to licensing data, operating
parameters, or to report incidents of interference;

® Address cases where frequency access or operating rules
differ among neighboring countries (e.g., differing 5.8
GHz RLAN rules across EU states).®
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The growing need to accommmodate burgeoning
demand, smaller cell sizes, and more widespread
deployments of local networks by a diverse range of
users will push NRAs toward more sharing of
underutilized bands. As this occurs, it becomes
impractical for regulators to rely on manual
coordination or to employ the staff necessary to
shoulder all of the functions listed above. Even if
possible, it's far faster and more cost-effective to rely
on an automated system and focus agency resources
on higher value-added activities.

Dynamic spectrum management systems also create
capabilities for monitoring and enforcement
assistance that NRAs typically do not have, particularly
with respect to shared bands. As the ECC advised in
relation to TV band databases, NRAs can benefit from
“requir[ing] specific interference management
functions from the database.”® ECC Report 236 notes
that in the UK, Ofcom requires WSDB providers to
incorporate an information system that allows Ofcom
to “see the locations and channels used by WS devices
at any point in time.” Ofcom also requires that WSDBs
maintain a ‘kill switch’ function that enables the
agency to “turn down any WS device within a short
period of time” at the agency’'s command.? In the U.S.
the coordination systems managing CBRS and
standard power operations in 6 GHz effectively have
this same capability since APs are registered at a
specific location. In a band where a priority use
requires a high degree of protection, these two
features provide regulators with a level of visibility and
control they currently do not have in relation to
traditionally unlicensed bands.

Finally, DSMS can be used to optimize coexistence
among users granted shared access to a band.
Because the frequency coordination system has
awareness of the spectral environment in each
location, in addition to simply deciding the legality of
operation, it can minimize interference among all
users (both licensed and unlicensed, depending on
NRA rules). For example, under U.S. rules for CBRS,
users granted opportunistic access (GAA) are
effectively unlicensed and not entitled to any
interference protection. However, unlike unmanaged
unlicensed bands, the SAS can make assignments
using algorithms that attempt to optimize the

coexistence of multiple GAA users, thereby
accommodating the greatest amount of use of both
the GAA segment of the band (80 MHz), as well as any
locally-vacant channels in the licensed (PAL) portion on
a use-it-or-share-it basis. %

ii. Coordination can be delegated while the NRA
retains authority

One of the great benefits of database-driven frequency
coordination, from a regulator’s perspective, is that the
coordination process can be outsourced while the NRA
retains authority over the rules that are applied,
including the option to amend them in the future.

This approach maintains the NRA's complete authority,
conserves agency resources, promotes scalability and
private sector innovation, and reduces the risk of
regulatory failure. Taken further, as the FCC did after
adopting the CBRS, the design and operational details
of the coordination system itself can be delegated to a
multi-stakeholder group comprised of companies and
individuals with the expertise and motivation to
operationalize the high-level rules and goals adopted
by the NRA. ®*Even if a NRA develops and operates an
automated database process internally, this will still
promote scalability, consistency and lower costs
relative to a manual or case-by-case approach to
coordinating assignments in shared bands.

In a report offering guidance for NRA implementation
of a regulatory framework for TVWS geolocation
database sharing, the EU’s ECC described the pros and
cons of three options for the implementation of
database coordination functions that are applicable to
other bands as well:

® The NRA develops and manages the database
“much like an online licensing system.”

® The NRA outsources the operation to an agency
contractor, specifying in detail the tasks the
administrator will carry out.

® The NRA gualifies and authorizes commercial
database providers that may compete and collect
fees from users to offset their costs.®

The Report emphasizes that regulators can choose the
framework that best fits their situation. It concludes
that, where feasible, “[clompetition between database
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providers will be beneficial to end users, as it is likely to
drive innovation and give users greater choice.”* The
Report also concludes that although a monopoly
database model “may have some efficiency benefits,”
including a greater likelihood of recovering its costs, a
“multiple providers model will have lower risk of
regulatory failure in that the NRA would not be
attempting to choose the only supplier for a nascent
market."®®

In the United States, it's notable that the FCC has
shifted almost entirely to a framework of certifying
competing commercial database operators. For
example, whereas the agency in the past authorized
an industry association (e.g., the American Hospital
Association) to coordinate shared use of medical
telemetry spectrum among hospitals, more recently
the FCC has authorized competing commercial
database providers to coordinate shared access in the
TVWS, CBRS, in the 70/80/90 microwave fixed link
bands, and in the 6 GHz band for unlicensed use
outdoors or at standard power. Of course, the large
U.S. market is in a far better position to support
competing DSMS providers. Particularly at the outset,
a NRA may quite reasonably decide to select one
DSMS for an initial period and then reassess.

In addition to achieving scalability and consistency
without depleting a NRA's limited regulatory budget,
the regulator can also minimize the time and cost of
adopting rules and overseeing implementation by
harnessing outside resources. At the front end, model
rules may be available for a band that has already
been pioneered by another country. For example, for
TV White Space, the Dynamic Spectrum Alliance has
published model rules that can easily be customized
for local circumstances. 7 In relation to the 6 GHz
band, the Open AFC initiative led by Broadcom, Meta
and Cisco (described further below) will allow NRAs
and new AFC operators in other countries to adapt the
open source framework to their own nation’s rules and
incumbent protection needs.®

Another strategy is to adopt high-level rules and
encourage industry — including both incumbent and
new entrant companies — to engage in a consensus
process to develop and recommend more detailed
implementation guidance for the new sharing

framework. Like the NRA's rules, the output from a
multi-stakeholder process should be subject to the
agency’s ultimate approval and as technology neutral
as possible. The FCC leveraged this approach
(organized through two diverse industry associations)
to harness both expertise and consensus in the
development of technical standards for the
implementation of both the SAS management of
CBRS and, recently, the AFCs that will govern outdoor
and standard power RLAN operations in 6 GHz.

iii. Gives regulators more visibility into and control
over band sharing

A database-enabled coordination process can give
regulators unigue visibility into the usage of the band,
allowing the NRA to choose to monitor or collect data
on patterns of deployment, use cases, occupancy by
geography, incidents of interference mitigation, or any
number of other variables. Since experience with
dynamic sharing remains limited, this visibility into the
actual outcomes — combined with their authority to
amend the rules and algorithms applied by database
operators — should give regulators confidence that they
can move ahead with robust sharing parameters and
have both the insight and ability to adjust sharing
criteria as needed. Dynamic database coordination
also allows regulators to adopt incumbent protection
criteria that are more service-and-technology neutral,
allowing network operators or manufacturers (OEMs)
greater flexibility to meet interference protection
criteria (e.g., a ‘kill-switch’ capability or aggregate
interference level) through varying and innovative
techniques.

More generally, a database-driven DSMS that requires
every device to periodically renew its authorization
gives regulators the control and flexibility needed to
change rules, band prioritizations and even band
allocations without the deterrent of rendering devices
or infrastructure obsolete. Rule and input changes
(e.g., enhanced GIS data) can be implemented through
software. So long as devices are required to be capable
of automatically altering their power level and other
operating parameters in response to the latest
database authorization, regulators can adjust a band’s
spectral environment over time. Protection zones can
be reduced or enlarged, aggregate interference limits
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can be capped, power limits or even time-of-day
restrictions can be altered.

This ongoing control over band admission criteria and
operating parameters can also be used to move over
time from more conservative, over-protective limits on
new uses to incorporating new data or technologies
that enable more intensive use of a band. An example
is a regulator’s ability to incorporate more accurate GIS
and location data over time. When the FCC initially
certified TVDBs to manage access to vacant television
channels, it defined static and uniform protection
contours around TV transmitters using an
over-simplified propagation model (FCC Curve) that
only took average terrain height into account. The
FCC also limited the maximum power of every device
based on a worst-case assumption of device density
(rather than allowing the TVDB to take into account
actual density). In contrast, a half-decade later
Ofcom’s rules enabled more intensive sharing by
providing TVDBs with pixel-based data that provides
far more accurate protection contours based on
detailed propagation modeling that takes into
account clutter (buildings, trees and other real-world
path loss).

iv. Cost recovery

As noted just above, one key benefit of outsourcing
frequency coordination to one or more commercial
database operators is the NRA's ability to externalize
the cost of managing shared access to the band.

Database operators can be authorized to collect “fee
for service” revenue to offset costs and potentially
make a profit. For example, the NRA could approve a
schedule of usage fees that database operators would
collect as a routine aspect of the registration and
verification process. Although the nature of the fees
could vary widely, and can be adjusted over time, it's
perhaps most important for the NRA to minimize
transaction costs.

Delegating frequency coordination to third-party
administrators does not preclude government

revenue, if desired. Whether or not the agency faces
increased direct costs under the regulatory framework,
the fee collected by the database service provider
could also include a regulatory or spectrum usage fee.
Although the downside of any fee is to deter
productive use of the resource — which typically
stimulates economic activity more broadly — a
regulatory or user fee may be particularly appropriate
where the band (or a portion of the band) would
otherwise be auctioned. Since band coordinators can
collect any needed fee year after year, DSMS can
facilitate recurring revenue that could exceed auction
revenue over time.

While it is generally efficient for end users to bear the
cost, the ECC has observed that “in a license exempt
regime, it would be difficult to charge individual end
users,”%° particularly if there is not an end-user device
registration requirement. If there is, it may be most
efficient to incorporate the fee into the cost of the AP
and/or end user device. Even in that case, however,
there are alternatives, such as limiting fees to network
operators (e.g., based on the number of registered
access points), or tying fees to device certification (e.g.,
require devices to be pre-registered in the database by
OEMs or retailers). ECC Report 236 contains a useful
discussion of options for a “charging framework” and
six principles for cost recovery in the context of
spectrum database management.!”

4. LOOKING AHEAD: DATABASE
COORDINATED ACCESS TO 5G
SPECTRUM BANDS

As Section 2 above detailed, the use of databases to
coordinate frequency assignments in bands
allocated for shared use is well established and
emerging as a crucial component of the wireless
ecosystem. Exploding consumer demand for
data-intense applications on mobile devices, coupled
with the potential benefits of 5GC and loT, are
motivating regulators to look at how dynamic
spectrum sharing can unlock unused capacity in
occupied-but-underutilized bands.
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A. Unlicensed Sharing Across the 6 GHz
Bands (5925-7125 MHz)

In 2020 the FCC became the first NRA to authorize
unlicensed RLANSs to coordinate shared use of four
sub-bands (U-NII-5 to U-NII-8 in the channel plan
below) that span the entirety of the 1,200 MHz from
5925 to 7125 MHz. In addition to authorizing
low-power, indoor-only (LPI) use across the entire
band, license-exempt access points can operate both
outdoors and indoors at standard power (up to 4
Watts EIRP) in the 5925-6425 MHz and 6525-6875 MHz
sub-bands - 850 MHz in total — under the control of an
automated frequency coordination (AFC) system.!%?
The FCC's 6 GHz rules permit outdoor RLAN access
points to operate at “standard power” (same as under
current U-NII-1and U-NII-3 rules for the 5 GHz band)
only if they are location aware and able to obtain an
updated list of permissible channels and maximum
power levels daily from an agency-approved AFC

Canada followed suit the following year. In May 2021
Canada’s regulator — the Innovation, Science and
Economic Development (ISED) department —
authorized a contiguous 950 MHz (from 5925 to 6875
MHZz) for standard-power use by RLANSs, both outdoors
and indoors, subject to AFC coordination

Like the United States, license-exempt devices can also
operate on a LPI basis across the entire 1,200 MHz
without database coordination. In its decision, ISED
explained that standard-power RLANSs “will support
improved broadband Internet access for a large
number of users in both residential and commercial
contexts, including in rural and remote areas.. .. [and]
serve existing and emerging high-bandwidth
applications in outdoor and indoor high-density
venues, such as industrial areas, sporting arenas, and
campuses.”

system.
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Figure 15. Source: Andrew Clegg, Google
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The FCC and ISED are expected to certify multiple AFC
system operators and permit standard power (SP)
license-exempt devices to begin using the 6 GHz band
by the fourth quarter of 2023. In November 2022 the
FCC conditionally approved 13 AFC systems, subject to
lab and field testing “to verify that they operate in
accordance with the Commission’s rules.”® Many of
these same AFC system developers are seeking to
operate in Canada and other countries, which could
speed deployment and reduce costs. Canada issued
its decision on technical requirements for AFCs in
December 2022 and invited interested parties to apply
to become AFC System Administrators (AFCSAs).1%

Other countries, including Brazil, the Kingdom of Saudi
Arabia and South Korea have similarly adopted the
entire 1200 MHz for licensed exempt devices and have
proposed to permit standard power SP operations
under AFC management across the entire band. In late
February, 2023, Brazil's ANATEL closed a consultation
requesting comment on its proposal to authorize
license-exempt operations at SP for outdoor use under
AFC control across the entire 6 GHz band.'®® In the
Asia-Pacific region, Australian regulator ACMA and
Malaysian regulator MCMC both asked specific
questions about SP use and AFC coordination as part
of their consultations on unlicensed operations in the 6
GHz band.

The Three Device Operating Modes in 6 GHz
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*LPI EIRP is a function of channel width
(fixed 5 dBm/MHz PSD)

Standard Power (SP) AP

- Fixed indoor / outdoor

- Up to 4W EIRP

- Coordinated by AFC database
- Requires geolocation

- Elevation angle restriction

Very Low Power (VLP) AP
- Mobile indoor / outdoor

« 25mW EIRP

- Personal Area / In-Vehicle

Client Devices

- Indoor / outdoor

- 4X less power than
connected AP

Source: HPE Aruba Networks

In Europe, in November 2020 the EU’s Electronic
Communications Committee (ECC) approved the
operation of WAS/RLANS in the lower portion of the 6
GHz band, from 5925-6425 MHz.'9” This initial
authorization is limited to access points operating
indoors at low power (a maximum EIRP of 23 dBm)
and to very low-power (VLP) devices authorized for
portable use both indoors and outdoors at a
maximum EIRP of 14 dBm. The original EC mandate,
which led to the initial authorization of 500 MHz for
low-power, indoor (LPI) use, observed that “[b]etween

500 MHz and 1 GHz of additional [license-exempt]
spectrum in various world regions may be needed to
support expected growth in WAS/RLAN usage by 2020
... [and] support wide channels which are

required for a growing number of applications which
need a large bandwidth to achieve Gigabit speeds.” 198

In June 2022, the ECC went further and approved a
work item to study the feasibility of higher power RLAN
operations (up to 4W EIRP) in the 6 GHz band utilizing
a “dynamic spectrum access coordination function,”
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that is expected to provide similar capabilities to the
AFC systems being certified in the U.S. and Canada.
The Working Group (SE45) is tasked with studying and
reporting to the ECC “technical conditions to enable
the possible implementation of a dynamic spectrum
access coordination function for WAS/RLANs in the
5945-6425 MHz frequency band ... in a range of power

levels up to 4 W e.i.r.p.""®The target date for the report
is May 31, 2024. In parallel, the ECC also tasked ETSI, the
European standards body, to study “the feasibility of
introducing a dynamic spectrum access coordination
function” and “[p]ropose a regulatory framework to
enable European and/or national implementation.

EU Channel Allocation for lower half of the 6 GHz band (5925-6425 MHz)

24 x 20 M Hz
D!
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m = Preferred Scanning Channels (PSC)

Figure 16. Source: HPE Aruba Networks

Of course, even if the EU ultimately authorizes SP
operations limited to 5925-6425 MHz, European
consumers and businesses will not have the
contiguous wide channels needed to take full
advantage of the capabilities of next generation Wi-Fi
6E and Wi-Fi 7. In particular, Wi-Fi 7 is designed to
utilize 320 MHz channels that allow users to benefit
from emerging applications — such as Augmented
Reality and Virtual Reality (AR/VR) — with capacity
needs that extend well beyond traditional internet
connectivity. An Intel simulation study of the

spectrum needs for Wi-Fi 7 “demonstrated that in
moderate to high traffic load environments (e.g.,
enterprises, industrial plants, homes, hotspots) the
availability of a single 320 MHz channel is insufficient . ..
[1]f regulators only authorize the lower 500 MHz of the
band ... a significant number of moderate to
demanding future applications will not function as
intended and therefore residential, enterprise,
government and industrial 10T users will not benefit
from these emerging applications.” ™
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How AFCs Enable Standard Power Operations and
Protect FS Incumbents

AFC systems are designed to provide channel
availability and power limits to license-exempt
devices, while ensuring that incumbent systems,
including fixed point-to-point microwave links, are

license-exempt operations at standard power outdoors
and indoors can be coordined by an AFC system that is
substantially simpler that the Spectrum Access
Systems that govern access to the U.S. CBRS band. The
FCC and ISED concluded that an AFC can readily
protect the roughly 100,000 Fixed Service (FS) PtP
microwave links by calculating and enforcing a

protected from interference. Because the incumbent three-dimensional protection contour around each

PtP microwave links are fixed, highly directional, and link's receive points (see Figure 17 below).

seldom change location or operating parameters,

AFC Incumbent Protection
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Figure 17: The AFC system enforces 3D protection contours to avoid RLAN interference to Fixed Service receiver
operating on 6300-6330 MHz in this example. Contours vary based on low gain (UH6) vs. high gain (UH12) antennas.™

Like the TV Bands Database, the AFC is simply
enforcing protection zones around static incumbent

that will be continually updated. A grant to operate a
Wi-Fi access point at a location is therefore a
one-to-one calculation that is easily verified based on
incumbent data.

links based on incumbent-provided licensing data
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Under the rules adopted by the U.S. and Canada, each
SP access point is required to report its geolocation
and location uncertainty, with a confidence level of at
least 95%, to a certified AFC system. The AFC system
authenticates the device and combines this
geolocation information with propagation modeling
and other data. The three-dimensional protection
contours calculated by an AFC incorporates awareness
of terrain and local ground clutter as well as the actual
antenna in use by each incumbent receiver (e.g., high
gain, low gain).™ The AFC system calculates whether
an AP at any location and height within the
uncertainty region of an incumbent receiver could
cause harmful interference. For each incumbent
receiver, and for all positions and heights within the
device uncertainty area, the AFC system uses a
database lookup to determine the channels and
permissible power limit at which the device can
operate without causing undue risk of harmful
interference.

The fact that multiple channels may not be available
at a particular location makes it even more important
that NRAs authorize very large blocks of contiguous

spectrum for SP use. In this regard, Canada has so far
the most productive rules, since ISED has authorized
950 contiguous MHz for SP use outdoors or indoors.

The diagram below (Figure 18) illustrates key elements
of the AFC system architecture. Prior to transmitting,
SP access points are required to check with an AFC
system once every 24 hours for a list of available
frequencies and associated maximum power levels at
a specific geographic location. When an authorized
and authenticated device queries an AFC for spectrum
availability, the AFC assesses which incumbent
receivers have the potential to receive excess energy
from the license-exempt device based on its location
and potential transmit power. The AFC calculates the
availability of different size channels at a variety of
power levels so that SP access points are able to select
the optimal available channel and transmit power level
combinations for its location. Under U.S. and Canadiam«
rules, AFC systems must be capable of determining
the available frequencies in steps of no greater than 3
dB below the maximum permissible power of 36 dBm
EIRP, and down to at least a minimum level of 21 dBm.

.........................

Commission < - - - Incumbent operators
databases

AFC system
operator 2

[ AFC master APs ]

[ AFC master Proxy ]

[ AFC master APs ]

Clients '

Clients '

Clients '

Figure 18: Simplified architecture for Automated Frequency Coordination in 6 GHz band.

The device must check in with the AFC daily to
determine if any changes to incumbent use of the
band have occurred that would alter the channel and
transmit power options available to it. Likewise, the
AFC system operators are required to update
information on incumbent receivers stored in

databases maintained by the FCC on a daily basis,
ensuring the most accurate data is used to calculate
and enforce protection contours sufficient to protect
PtP links. Requests to operate are denied for any
frequency where the RLAN's emission would exceed
an interference threshold into any individual
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incumbent link. Automated frequency coordination
allows incumbent services to add sites or modify their
networks, since FCC databases will continue to be
updated by incumbents as they do now and RLAN
channel permissions expire automatically if not
renewed within a period provided in the FCC's rules.

Because the incumbent radios licensed in the 6 GHz
band are fixed and change very infrequently, the
coordination process for the 6 GHz band will be
simpler and more streamlined than the dynamic SAS
used to coordinate sharing with Navy radar in the
3550-3700 MHz CBRS band. AFC system
implementation can also be lightweight because the
new shared-access users will be unlicensed with no
first-in rights or expectations of interference
protection. And although the accuracy of
AFC-calculated protection areas will depend on
information provided by band incumbents, the FCC
addressed this by aligning incentives so that
incumbents (who enjoy free use of the 6 GHz band)
cooperate to the degree they are concerned about
interference: “[W]e believe that licensees have
significant incentives to maintain the continued
accuracy of data in ULS to ensure that they are
protected from harmful interference. We also note
that licensees have an obligation to keep their
information filed with the Commission current and
complete.”™

B. Opportunistic Coordination and Local
Shared Licensing in the C-Band (3700-4200
MHz)

Beginning with the United Kingdom in 2019, more
than a dozen NRAs have adopted a version of local
shared access licensing to allow industry verticals and
other smaller spectrum users to coordinate the use of
vacant spectrum in the 3.7 - 4.2 GHz C-band to the
extent it does not cause harmful interference to
incumbent FSS or fixed PtP operations. Germany,
Sweden and other NRAs have adopted variations of
this framework (see chart below). In May 2023 the
Canadien regulator adopted a shared local licensing
framework for the 3900 MHz band (and for portions of
the 26, 28 and 38 GHz bands) that the agency plans to
coordinate using an automated database system.The
goal has been to provide local access to spectrum for

a more diverse range of users while also ensuring,
through coordination and licensing, a more certain
interference environment than is typical when
enterprises rely on unlicensed spectrum bands.

As the European Commission stated in its 2021
mandate to study a broad adoption of this approach
under common technical rules: “The deployment of
reliable and resilient wireless local-area connectivity is
increasingly becoming a necessity for
business-critical industry processes, such as related to
automated manufacturing in smart factories."™ In
adopting its framework, Ofcom similarly noted that
intended users include “manufacturers connecting
machinery wirelessly, farmers connecting agricultural
devices such as irrigation systems and smart tractors
wirelessly, enterprise users setting up secure private
voice and data networks within a site, as well as rural
wireless broadband connectivity using fixed wireless
access (FWA)."7

Countries Authorizing Portions of 3.7-4.2 GHz for Local
Shared Access

United Kingdom 3.8-4.2 GHz (Shared Access Licenses)

Sweden 372-376 GHz

Denmark 3.74-3.8 GHz

Australia 3.7-3.8 GHz (remote areas), 3.8-4.0 GHz

South Korea 4.6-4.7 GHz

Bahrain 3.8-4.2 GHz

UAE 4.0-4.2 GHz (under consideration)

In the United Kingdom, Ofcom in 2019 adopted a
framework to authorize coordinated shared access to
vacant C-band spectrum from 3.8 to 4.2 GHz for both
mobile and fixed terrestrial broadband use on a




Dynamic Spectrum Management Systems
An Established Tool for Modern Spectrum Management

Research Report

localized basis, including for indoor use."™ Ofcom had
correctly anticipated that “users (particularly smaller
spectrum users) are likely to want simple and
cost-effective access to spectrum and a managed
interference environment, beyond what can be
achieved using license exempt spectrum.”™ According

to Ofcom, as of year-end 2022, more than 1,600 Shared
Access Licenses (SALs) have been issued.”® The agency
also designated smaller amounts of shared access
spectrum for mobile use at 1800 MHz, 2390-2400 MHz
and (for indoor-only use) at 24.25 - 26.5 GHz.

SHARED ACCESS LICENCE: LOW AND MEDIUM POWER

LOW POWER (24 DBM) AREA LICENCE
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Fixed/intalled terminal
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Base station/terminal connection

Source: Ofcom™

The Ofcom framework permits both mobile and fixed
wireless networks to coordinate shared use of vacant
channels on a co-primary basis with incumbent FSS
earth stations and fixed P2P licensees. Two types of
licenses are granted for three-year terms: First, a
small-area, low-power license with a radius of 50
meters; and a medium-power license, initially limited
to rural areas only, authorized on a per base station
basis and defined with respect to maximum transmit
power (42 dBm).””> Users can aggregate contiguous
low-power licenses over a larger area under a single
authorization (see diagram below). Similar to the
FCC's CBRS band, the use cases envisioned include
private LTE and 5G New Radio networks, including for
indoor enterprise (e.g., neutral host and loT networks),

as well as fixed wireless PtMP networks covering a
larger outdoor area.’

Currently, access to spectrum by new users is “coordi-
nated by Ofcom and authorised through individual
licensing on a per location, first come first served
basis."”?* The agency proposed that its licensing fee
(£950 per license) will need to reflect “the cost of the
specific coordination IT system specifically developed
for this product.”? Helen Hearn, Ofcom’s Spectrum
Director, stated recently that longer-term Ofcom'’s goal
is “to automate much of the Shared Access licensing
process to allow users to better serve themselves.
Automation should significantly reduce the time taken
for licensees to receive their licences from weeks to a
matter of hours or even minutes."%
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Request for a new licence in 3.8-4.2 GHz band

Low power
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-Location
-Channel size (BW)
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-Antenna height if outdoor
(default IOm)

Indoor only v
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App ly indoor attenuation (12dB)
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-Channel size (BW)
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-Antenna gain

Figure 19: Ofcom’s coordination approach for low- and medium-power shared access to 3.8-4.2 GHz band.”

In the EU, at least five NRAs have already adopted
local shared access to at least some portion of the
3.7-4.2 GHz band, paving the way to broader adoption
under what regulators hope are common rules. As
noted above, the European Conference of Postal and
Telecommunications Administrations (CEPT) is
pursuing a 2021 mandate to study a common
harmonized study to encourage implementation

while protecting incumbent services.”® The CEPT
mandate notes that that EU’s 5G for Europe: An Action
Plan “identified a need for coordinated action at Union
level, including the identification and harmonisation of
spectrum for 5G to serve innovative business models
and solutions for locally licensed access to
spectrum."Accordingly the mandate asks CEPT to
“assess the technical feasibility of the shared use of the
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3.8-4.2 GHz frequency band” with a “focus on vertical
users and other terrestrial wireless use cases” and
“harmonised technical conditions for the shared use of
the band.”™ A final report is expected in March 2024.

3.7-4.2GHz in the US.

In the U.S., the consolidation of FSS in the C-band and
the resulting auction of 280 MHz that brought $84
billion to the U.S. Treasury began with a proposal for
coordinated sharing very similar to what Ofcom

initially adopted. Prior to that 2021 auction the
spectrum between 3700 and 4200 MHz was dedicated
almost exclusively to video and data downlinks used by
more than 20,000 registered FSS earth stations, most
of them receive-only. A proposed rulemaking adopted
unanimously by the FCC in July 2018 proposed to both
consolidate FSS use of the band, freeing up a portion
for auction, and to authorize coordinated shared
access by fixed wireless broadband operators to at
least a portion of the C-band that will continue in use
for FSS incumbents.’*©
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Figure 20: Automated frequency coordination of directional PtP fixed wireless with FSS earth stations. Unlike mobile
use, fixed PtMP is inherently directional and can be sectorized to coexist with FSS.

The Fixed Service is co-primary in the band, but barely
over 100 PtP links had been coordinated due to a
presumption that earth stations are protected over very
large geographic areas for use of all 500 MHz across all
visible satellite transponder slots (a “full-band, full-arc”
protection policy adopted a half-century ago when

spectrum above 3 GHz was plentiful).® Coexistence
between fixed wireless access (PtP and PtMP) and FSS
is possible since, unlike mobile use, fixed PtMP is
inherently directional and can be sectorized to share
without interference to FSS earth stations. ™
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To make coordination possible, the FCC proposed to
protect earth stations from interference for only those
frequencies and antenna elevation angles they verify
are in actual use, ending “full band, full arc”
warehousing of vacant spectrum capacity.™* After
observing that the current, manual coordination
process for new fixed PtP links in C-band is slow and
expensive, the Commission sought comment on
adopting “an automated coordination process for
point-to-multipoint FS applications.”™* The NPRM also
proposed to protect only registered earth stations that
provide the information necessary to coordinate
shared access and to disclose actual use of specific
transponders and corresponding frequency ranges by
each individual antenna at earth station sites.

Ultimately, the leading FSS incumbents (Intelsat and
SES) proposed as an alternative that they could
voluntarily consolidate their operations in 200 MHz of
the band above 4000 MHz in exchange for “incentive
payments.” The FCC agreed that it could do this using
the incentive auction authority granted by Congress in
2012 to clear TV broadcasters from the 600 MHz band.
In March 2020 the Commission adopted an order that
led to reallocating 3700-4200 MHz, auctioning 280
MHz, requiring winning bidders to reimburse
incumbents for billions of dollars in transition costs
and incentive payments, and deferring any
consideration of the original proposal to coordinate
local sharing of the remaining 200 MHz with ongoing
FSS use.™

C. Coordinated Sharing in 42 GHz and with
Government Users in 37-37.6 GHz (U.S.)

As part of its broader “Spectrum Frontiers” initiative to
allocate millimeter wave spectrum above 24 GHz for
5G mobile and fixed operations — primarily by auction
—the FCC also set aside 600 MHz of spectrum at the
bottom end of the 37/39 GHz band (from 37 to 37.6
GHz) for non-exclusive and coordinated sharing
between federal and commercial users on a
co-primary basis.*® Federal operations are currently
limited to 14 military bases and several locations used
by the NASA space agency.

After initially deferring a decision on the unallocated
42-42.5 GHz band, the FCC in June 2023 proposed to
authorize coordinated shared access to the band for
fixed wireless access (point to multi-point), possibly as
part of a coommon and DSMS-coordinated sharing
framework with the lower 37 GHz band.

In 2016 the FCC initially determined access to the 37
GHz band will be licensed by rule (registered, but
non-exclusive) and managed “through a coordination
mechanism, which it would develop more fully
through government/industry collaboration.”=
Although there is sorne commercial use of the band
for fixed point-to-multipoint broadband (most of it for
line-of-sight fixed wireless to multi-tenant households),
37-37.6 GHz is manually coordinated under temporary
experimental licenses (STAs) while the FCC works out
the details of a general coordination mechanism with
incumbent federal users.

The FCC envisions “a first-come-first-served licensing
or registration scheme, in which actual users have a
right to interference protection, but no right to exclude
other users."*®Intended uses of the band include
point-to-point links (e.g., for backhaul and backbone
links); PtMP fixed wireless broadband systems; single
base station loT-type systems (for example, in a
factory); “and carrier-based deployments of mobile
systems using the Lower 37 GHz Band as
supplemental capacity.”®® To facilitate sharing and
lower device costs, the FCC (as it did for CBRS) required
devices to be operable across the entire 37 GHz band.

The FCC proposed in June 2023 to authorize local
shared use of the currently unused 500 MHz in the
42-425 GHz band for terrestrial broadband, possibly
under the sharing rules that will govern the lower 37
GHz band. Before the FCC's unanimous vote on the
proposal, Chairwoman Jessica Rosenworcel stated: “It
could involve non-exclusive nationwide licenses that
leverage a database to facilitate coexistence. It could
also entail site-based licensing. To get even more out of
this effort we ask if our approaches could be combined
with shared-used models in other spectrum bands, like
the lower 37 GHz band”.
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Site-based registration could be coordinated at first
through a simple, semi-automated coordination
system and evolve into a fully-automated,
database-coordinated system over time (based on
multi-stakeholder input, including from Federal
agency users). To register a site, licensees would file
“specific information about each site sufficient for a
third-party coordinator to conduct an interference
analysis,” including its location, height above ground
level, EIRP, transmitter azimuth, and channel size. 4©
The coordination system would conduct an
interference analysis under which previously
registered sites would be protected at a modeled
receive signal strength specified in the FCC's rules.
Using DSMS, an operator could receive a
near-immediate response, making the system far
faster and less costly than traditional fixed service link
or site coordination processes. The coordination
mechanism could also be used to enforce the
construction (build-out) requirements and could
evolve over time to add enhancements that increase
the efficiency of the band.

Figure 21: Fixed wireless access using database-enabled frequency

reuse in millimeter bands

D. Coordinated Sharing for Fixed Wireless
Access in the 10 and 12 GHz bands (U.S))

While new bands for IMT garner the most attention, in
the United States the FCC is also considering the use
of DSMS to coordinate more intensive sharing of
underutilized upper-mid-band spectrum for fixed
point-to-point (PtP) and point-to-multipoint (PtMP).
Active proceedings are pending on two adjacent
bands that together comprise more than 1000 MHz.
Oneisthe12.2 -12.7 GHz band, which is currently used
on a co-primary basis as a satellite downlink band for
constellations of LEO satellites (part of the larger
10.7-12.7 GHz allocation) and for digital broadcast
satellite (DBS) TV service. The adjacent 12.7-13.25 GHz
band is far less occupied, although nomadic
Broadcast Auxiliary Service incumbents and other
uses are longstanding licensees. A third apparently
underutilized band, at 10-10.5 GHz, is used for military
radar.

The FCC initially requested comment and data on
whether mobile 5G (IMT) could coexist with satellite
incumbents in the 12.2 - 12.7 GHz band. ' After a long
comment period that included engineering studies
from various parties, the FCC tentatively concluded (as
of March 2023) that mobile devices cannot coexist with
NGSO receivers. The agency is still considering
whether a coordination mechanism could allow FWA
to operate on a secondary, coordinated basis. In its
Notice of Proposed Rulemaking, the FCC stated that
the 12 GHz band could “support opportunistic use of
unused spectrum on a localized basis, such as for
high-capacity fixed wireless in rural and less densely
populated areas.”*? Rural broadband and digital divide
advocates argue that open, coordinated access to
unused spectrum in the 12 GHz band would provide
rural ISPs and other entities with the
spectrum-for-infrastructure they need to expand
broadband services and help to bridge the digital
divide.s
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In 2022 the FCC opened a Notice of Inquiry requesting
comment on whether the adjacent 12.7 - 13.25 GHz
band can be more intensively shared or even
reallocated to promote terrestrial broadband use.'#
The band is lightly-used by broadcast auxiliary
services, cable TV relay service, FSS and fixed
microwave services. Asin the CBRS band, a major
advantage of opening the 12.7 GHz band for
coordinated shared use on a secondary basis is
avoiding the costly, disruptive and lengthy process
associated with clearing and moving incumbents in
the band. Moreover, a shared, open-access framework
similar to CBRS could provide spectrum on a very
localized basis to meet the growing need for more
wide-channel spectrum for enterprises and for fixed
wireless ISPs, particularly in rural, tribal and other
underserved communities.

In August of 2022, a group of stakeholders focused on
closing the rural digital divide filed a Petition for
Rulemaking asking the FCC to authorize coordinated
shared access to vacant spectrum in the 10 GHz band
(10 —=10-5 GHz), a band believed to be used exclusively
by the U.S. military for radar applications. The Wireless
Internet Service Providers Association (WISPA) and
other parties explained in the Petition that the rapidly
increasing demand for high-capacity, fixed wireless
broadband service in rural, tribal and other less
densely-populated areas requires substantially more
upper mid-band spectrum to support point-to-point
(PtP) and point-to-multi-point (PtMP) deployments.'*
Although the military briefly considered and rejected
sharing the 10 GHz band a decade ago, that was prior
to CBRS and the Defense Department'’s public
embrace of dynamic database coordination as proving
to be effective in protecting radar operations.'*® The
Petition remains pending.

E. Database-Assisted Satellite Sharing

A future frontier in database-coordinated spectrum
sharing will focus on satellite bands, including
coordination among divergent satellite networks. A
useful overview is found in a 2017 |IEEE paper that
summarizes a comprehensive study carried out as
part of the European Space Agency's Advanced

Research in Telecommunications Systems program.
The paper notes that in response to surging demand
for more broadband access and bandwidth, “[t]he
satellite industry is currently undergoing a major
transformation due to the rapid technological
advances in small satellite systems and very high
throughput satellite systems, as well as the trend of
moving from broadcasting to broadband connectivity."47
This transformation parallels developments in
terrestrial wireless networks and will intensify the need
to make more intense use of existing satellite bands.
“The reason why database approaches have been
proposed for satellite communications is basically the
same as for terrestrial systems: databases provide
better protection to incumbent users,” or higher
priority users, particularly in “highly dynamic spectrum
sharing scenarios.”“8

The European Space Agency study identified four
potential spectrum sharing scenarios:

two satellite systems sharing the same spectrum
(e.g., sharing between geostationary orbit (GSO) and
non-geostationary orbit (NGSO) satellite systems);

satellite system as a secondary user of spectrum
(e.g., satellite terminals exploiting spatial separation to
share with fixed terrestrial microwave links);

extension of a terrestrial network through
coordination with a satellite network (e.g., a
collaborative LTE network that extends coverage in
rural areas); and

expanded secondary use of the satellite spectrum
by terrestrial systems (e.g., terrestrial FS and IMT
coordination into C-band).

With respect to sharing among satellite systems, the
report focuses on database-coordinated sharing
among incumbent GSO systems and NGSO, low-Earth
orbit (LEO) satellite constellations currently being
deployed by companies including OneWeb, SpaceX
and Amazon. These constellations will comprise
thousands of LEO satellites. The study found that
database-assisted coordination should be reliable and
useful in large part because of the predictability of the
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position of NGSO satellites over time (ephemeris),
which can be used to anticipate and adjust to avoid
interference situations.*® Assuming that the database
has accurate inputs from both the GSO and NGSO
operators in the band — most critically the NGSO
satellites' ephemeris and associated power level
received on the ground - the coordination database
can then:

alert in advance each system of any in-line
interference situation by predicting when and where
it will happen,

assist in adopting the appropriate interference
mitigation strategy for these cases [which will likely be
“changing the operating frequency in the feeder link’],
and

answer requests for more bandwidth from each
system and allocate spectrum accordingly.™°

The potential role and benefits of a third-party
clearinghouse or database mechanism to facilitate
“good faith coordination” among NGSO constellations
sharing spectrum is also being considered in a
pending FCC proceeding aimed at clarifying the rules
around NGSO prioritization and spectrum sharing.™
The FCC proposes to clarify that although a NGSO
operator approved in an earlier processing round must
be protected from harmful interference by a
later-round system, all operators would still be subject
to “good faith coordination” requirements intended to
promote entry, competition and spectrum efficiency.
While the agency does not propose any specific
coordination mechanism at this time, the Commission
notes that “information sharing among NGSO FSS
operators is essential to their efficient use of
spectrum” and invited comment on what information
and coordination mechanisms should be required.”

Comments by stakeholders suggested that several
categories of operational information (e.g., gateway
site locations, satellite selection algorithms, ephemeris
data, beam pointing angles) could ultimately be
coordinated through a neutral third-party
clearinghouse or DSMS certified by the FCC. Intelsat,
for example, proposed that the FCC “could further
facilitate more effective good-faith coordination by

facilitating an industry-led, limited-access database in
which the above system parameters would be
available to NGSO applicants and grantees.”?

The authors of the ESA study and IEEE survey noted
just above acknowledge that much more research and
testing is needed before database-coordinated sharing
among such disparate satellite systems can be relied
upon, including the impact of aggregate interference
from the deployment of relatively dense
mega-constellations of small NGSO satellites.
Nonetheless, in theory coordination both between
satellite and many terrestrial uses, as well as among
satellite operators, development of an automated
database coordination system could benefit operators
and NRAs in the future as the number and size of small
satellite constellations lead to more congestion and
conflicts in the satellite bands. 4

5. TECHNOLOGY IS RAPIDLY ENHANCING
THE POTENTIAL FOR DYNAMIC SPECTRUM
ACCESS

As the sections above demonstrate, the functionality
and reliability of database-enabled frequency
coordination have advanced rapidly over the past
decade, from database-assisted coordination (in fixed
bands), to automated frequency coordination (for
unlicensed access to the 6 GHz band and vacant TV
channels), to dynamic spectrum access (in the new
CBRS band at 3550-3700 MHz in the U.S.). Spectrum
database coordination has already proven it brings a
myriad of current and potential benefits to all
stakeholders, including incumbent services, new
shared-access users, consumers and regulators.

Further advances are visible on the near-to-medium-
term horizon. The most important of these technical
advances is likely to be the increasing incorporation of
extremely accurate, real-world GIS data and the
growing sophistication of propagation and
interference modeling. A related concept is the
increasing move toward ‘dynamic protection areas,
rather than the rigid and overly-protective ‘exclusion
zones.' The benefits of these advances are likely to be
amplified further by the application of artificial
intelligence (Al) and machine learning.
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Another promising input to real-world awareness of
the spectral environment is real-time sensing data.
The SAS relied on to coordinate three-tier sharing in
the CBRS band is the first to incorporate sensing,
relying on a network of coastal sensors designed to
protect U.S. Navy radar. But the future will reveal that
this is a crude first step toward what is likely to be
some combination of crowdsourced sensing (by
devices) and more ubiquitous fixed or mobile sensing
networks that may serve as a pooled resource for
dynamic sharing in many different bands. In parallel,
the recent interest by the U.S. government in
developing an Incumbent Informing Capability could
allow DSMS operators to collect far more precise
inputs from incumbent or priority operations. This
would be particularly valuable in bands where primary
users are mobile or episodic, as U.S. Navy radar is in
the CBRS band.

Database operators are also likely to offer a host of
innovative value-added services. Among these is the
potential to combine blockchain technology with
dynamic database coordination. This section only
explores these emerging technologies at a surface
level, but together they provide further evidence that
NRAs that fail to take advantage of these new, more
dynamic approaches are likely to lag behind in the
global race to a wireless future of bandwidth
abundance.

A. Real-World GIS Data and Propagation
Modeling

As noted earlier, propagation loss has been studied
extensively and is well understood.® Spectrum
databases that incorporate real-world details on
terrain, clutter (trees, buildings), and other GIS data
sets can enable far more intensive spectrum use.'®
An AFC database informed by real-world GIS datasets
does not need to make generic, worst-case
assumptions about interference. With more accurate
awareness of the physical environment, DSM systems
have the computation power to calculate actual path
loss based on the characteristics of the shared-access
device, the protected receiver, and the actual physical
path between the two.

As Preston Marshall explains in his book on
three-tiered sharing, the propagation models in use
today “were based on few data points and limited
computation resources.” This leads to unrealistic,
worst-case outcomes that undermine the policy
purpose of secondary sharing. Marshall notes that the
lack of real-world granularity inherent in relying solely
on terrain-based modeling, such as the FCC Curve
model (based on Longley-Rice terrain modeling) that
defines static exclusion zones around TV station
transmit sites in the FCC’'s TVWS rules, is exemplified
by comparing a more sophisticated GIS mapping of
Manhattan. The Longley-Rice terrain-based model
depicts the island as it was in 1600 — without buildings
or even trees. In reality, particularly for terrestrial use at
higher frequencies, an actual RF propagation view of
Manhattan is dominated by scatter loss from physical
obstacles that could accommodate dense
deployments of low-power devices without
interference to incumbents in a number of bands.

The advances in propagation and interference
modeling that could inform the computational
awareness of automated frequency coordination
systems include:

Scatter Loss Modeling: As noted just above, very
detailed GIS databases are becoming available
that geolocate, and regularly update, all the
physical obstacles along the path between
shared-access transmitter and incumbent
receiver, including buildings, trees, and other
structures.

Three Dimensional Modeling: Including data on
clutter yields awareness in only two dimensions
unless the height of buildings, trees and terrain
are factored in. “In deployments that are
enterprise, residential and indoor focused, many
of their interference paths will be vertical, rather
than horizontal,” Marshall observes.”*®In reality,
access points that may appear co-located to a less
sophisticated path loss model could actually be
dozens of meters apart vertically and separated by
multiple concrete floors as well. The path loss
rules for indoor-only uses — and particularly in
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commercial buildings typified by more dense and
mineral-based materials — could be calculated to
be very different than outdoor use, for example.®

Antenna Patterns: Existing TVWS protection
frameworks (with the exception of the DSA Model
Rules) assume the TVWS device has an
omnidirectional antenna. CBRS, by contrast,
allows the device to submit parameters
describing the direction and beamwidth of its
antenna, allowing more realistic coexistence
modeling to take place.

Modeling Aggregate Interference: A dynamic
database — such as the SAS in CBRS - “estimates
the impact of each individual emitter in the
ecosystem and aggregates the total emissions of
each of the emitters."®The SAS is therefore able
to assure incumbent users - specifically, the U.S.
Navy — that aggregate interference in the band in
coastal zones will not rise above a certain harm
threshold.

A related concept is the increasing interest in
‘dynamic protection areas,’ rather than the rigid and
overly-protective ‘exclusion zones' that characterized
shared access to vacant TV channels in the U.S.
Whether an automated frequency coordination
system authorizes a new user within a given distance
of an incumbent’s transmit or receive location should
vary depending on the power, height and other
characteristics of the device making the request. A
DSM system can calculate this based on all the
available awareness data. The AFC rules adopted by
the FCC for RLAN operations in 6 GHz embrace this
concept by allowing AFCs to authorize the use of
channels at a lower power in the outer protection
contour near a fixed (FS) link, rather than prohibiting
use entirely.

B. Spectrum Sensing and Al

While GIS data adds a more real-world but generally
static set of inputs to frequency coordination,
spectrum sensing can add a more real-time and
dynamic set of inputs. Much like spectrum

coordination databases, the technology of spectrum
sensing and modulation recognition have been
around for decades. Spectrum sensors are routinely
employed to measure changes in the noise floor and
actual usage of frequency bands, including by
“spectrum observatories” that measure spectrum
occupancy changes, trends and anomalies both in real
time and over long periods of time.'®® What is new are
efforts to incorporate sensing “to allow non-primary
access to unused spectrum by a licensed or unlicensed
device."®?

When designed as inputs for DSMS, spectrum
monitoring systems can add unique data on the actual
spectral environment in an area, and in real time.'®?
More generally, a working group of the U.S.
Department of Commerce Spectrum Management
Advisory Committee (CSMAC) identified four key
application areas for spectrum sensing:

Quantify opportunities and support regulatory
action prior to sharing;

Operationally support the sharing process once the
spectrum has been designated for sharing;

Assess usage and interference trends and to assess
further rule modifications after shared spectrum
operations are in place; and

Support NRA enforcement requirements.®

As the section on CBRS described, to protect Navy
radar systems on ships that move unpredictably (and
on a classified basis), SAS operators are required to
deploy a network of sensors (an ESC) along the nation’s
coastlines. The sensors are located at intervals that
correspond to the size of a Protection Zone designed
to both detect radar above a pre-defined threshold
and to obscure the specific location of Navy vessels.
The ESC reports sensing data in real-time to the SAS,
which has 300 seconds to notify devices in the
Protection Zone to vacate to a different channel. The
device must relocate to a new temporary channel
assignment within 60 seconds. '
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While the ESC implementation in the CBRS band has
proven to be overly preclusive, it is also quite likely a
precursor to a variety of future sensing and
monitoring implementations. Sensing networks can
be fixed and targeted geographically based on a
purpose (such as achieving a higher degree of sharing
in core urban areas, or a specific incumbent protection
mission, as the ESC does vis-a-vis naval radar). In the
future it's also likely that spectrum sensing will be
greatly enhanced by applying machine learning (ML)
and deep learning (DL) techniques. For example, one
study applied deep learning to enhance the detection
of radar waveforms in the CBRS band.'®®

Sensing networks can also be mobile — for example,
collecting and offloading spectrum occupancy
measurements continuously from roof-mounted
sensors on ubiquitous fleets of police, taxi, and/or
delivery service vehicles. While these sensing inputs
would not be continuous, aggregated it could
potentially cover wider areas with measurements
from a very diverse and dynamic set of locations over
time. Sensing inputs can perhaps most effectively be
crowdsourced by user devices that are location aware
and in regular contact with a frequency coordination
system.'®”

For its part, recent rapid advances in Al are likely to
augment the capabilities and efficiencies of dynamic
spectrum management systems, particularly when
local spectrum occupancy data is available in near
real-time to the DSMS. The EU’s Radio Spectrum
Policy Group made this point in its 2021 survey on
advances in spectrum sharing: “Al and supporting
technologies. .. [can] improve and speed up the
coordination processes, offering dynamic access to
specific spectrum, in a responsive manner according
to the needs of specific services (periods of use, range,
capacity, etc.).""®® The RSPG report suggested that
applying Al techniques to information collected
through “collaborative spectrum sensing” could
“support the near-instantaneous granting of
spectrum for ad hoc mobile access requirements such
as those that might be needed for Internet of Things
applications.”

C. Incumbent Informing Capability

Dynamic frequency coordination is most challenging
where incumbent priority users are not “fixed” with
respect to geolocation and/or time of operation. As
previously discussed in the section describing the
spectrum sensing as an input to the SASs that protect
U.S. Navy radar operations in the 3.5 GHz CBRS band,
passive sensing is least burdensome for incumbent
operators, but has also proven to be costly to deploy,
often inaccurate (due to false positives), and overly
preclusive, resulting in suboptimal utilization of prime
spectrum. In a December 2022 report on “lessons
learned” from CBRS, the FCC’s Technological Advisory
Council recommended that “[d]etecting incumbent
activity solely by the use of dedicated sensors should
be avoided.” The TAC recommended that “other
options should be explored, including Informing
Incumbent Capability (I1C), a limited version of which
has been deployed by DoD in the CBRS band.” ¢°

In response to the experience with CBRS and the
growing commercial demand to share unused
spectrum in other government bands, the U.S.
Department of Commerce has proposed to create an
Incumbent Informing Capability (IIC) that would
pro-actively inform coordination both among
government users (since many agencies share
spectrum) and with the private sector. In a 2021
whitepaper, the director and staff of the Department'’s
Office of Spectrum Management described the IIC as
“a mechanism for more reliably informing 'new
entrants' in a shared spectrum band when incumbent
federal systems are operating in close proximity and
thus need to be protected.” They stated that by
reporting the locations and times that federal
operations need protection, the IIC “could replace extra
layers of sharing techniques such as the environmental
sensing capability (ESC)" with “an enhanced,
near-real-time Spectrum Coordination System (SCS).” '7°
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Figure 22: Proposed Incumbent Informing Capability (Source: NTIA, U.S. Department of Commerce)

As the agency's diagram suggests, government users
would affirmatively report operational information
(time, location, frequency, power) to the IIC, which
would in turn interface securely with an authorized
Spectrum Coordination System, or DSMS, that like
today’s SAS in CBRS would grant or rescind
time-limited permission to transmit to commercial
and presumably secondary users. The IIC would also
incorporate a “process to resolve interference in real
time (i.e,, while the incumbent operations are
underway) to prevent impacts to vital federal
operations.” By effectively creating a government-side
DSMS, the agency states that it “expects the capability
to evolve over time toward a dynamic spectrum
sharing paradigm in selected bands where ‘everyone
informs’,” and aligns with the agency’s Vision
Statement of “anytime anywhere access to spectrum
for all users.” "

The IIC could greatly accelerate the sharing of wide
swaths of underutilized federal spectrum — particularly
in bands currently dedicated in whole or large part to

military radar use (e.g., 3.1-3.65 GHz, 10 GHz, portions of
5 GHz). There is strong bipartisan support in the U.S.
Congress. In 2022 legislation funding the creation of
the IIC, along with a requirement that federal
spectrum users supply it with operational information,
passed the U.S. House of Representatives and nearly
passed the Senate as part of a larger bill to renew FCC
auction authority.”? That legislation is likely to be taken
up again and passed during 2023.

D. Value-Added Services by DSMS Operators

DSMS operators have the capability to add
value-added services for both incumbents and
entrants, which can also help to offset the costs of
coordination. These value-added services, although not
required by the NRA, can help users optimize quality of
service, facilitate and streamline private secondary
market transactions, recycle crowd-sourced spectrum
sensing data, incorporate more detailed GIS data to
enable even more intensive sharing, and other
innovations that will derive from a more dynamic,
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data-rich awareness of users and the environment.
Ofcom recognized this in its 2016 Statement on

A Framework for Spectrum Sharing: “In the future,
the concept could potentially be extended to manage
access between opportunistic sharers, improving
quality of service.”

Examples of value-added services have already
emerged in shared bands. For example, Spectrum
Bridge, one of the original TV Band Database
operators certified by the FCC, fairly quickly found
there was a market for providing band occupancy
data to incumbent users, specifically licensed wireless
microphone operators that could benefit by finding
the cleanest available channels at a given location
and time. Comsearch, certified by the FCC to
coordinate and register fixed point-to-point links in
the 70/80/90 GHz bands (and described further
above), also provides pre-coordination analysis and
other services to licensees. Under the CBRS
framework, SAS operators have the ability to help
optimize coexistence among the unlicensed (GAA)
users that have no right to interference protection.
Ofcom has similarly observed, in relation to
coordinating unlicensed sharing of TVWS channels,
that a NRA could decide that this coexistence
assistance — aimed at optimizing quality of service —
should be an optional, value-added service.

E. Blockchain Technology

Blockchain technology, famous for its initial
application to record Bitcoin transactions,
implements a shared, distributed ledger that provides
a low-cost and secure way to record transactions and
track assets among verified parties. A blockchain’s
primary purpose is to make a single, sequential
record of transactions among verified parties. Each
transaction record is a ‘block’ and they are ‘chained’
together in a manner that is sequential, verified,
secure from cyberattacks, and saved in a permanent,
distributed database that minimizes transaction
costs. Blockchain can be applied to a wide variety of

assets and transactions, whether tangible (real estate,
auto leases) or intangible (patents, copyrights),
including — potentially — spectrum sharing and
secondary market transactions.”®

Blockchain may have the potential to enhance
frequency coordination and secondary market
transactions, particularly in shared bands that will
need (or benefit from) database coordination.

A blockchain not only speeds transactions and
minimizes their cost, it also ensures transparency and
trust, including among regulators in contexts where it
is fashioned to facilitate a public policy purpose. In that
context, a blockchain can be a permissioned network
limited to parties, or types of transactions, that are
pre-approved by a NRA or other certificating authority.
In some scenarios (e.g., secondary market transactions
on exclusively-licensed bands) it may be the right
database solution; whereas in other scenarios it might
enhance the functionality of spectrum coordination
databases or, in other situations, not add sufficient
value to justify the additional overhead costs for
users.'”®

At least three possible applications have been outlined
by regulators, academics and others: First, a
blockchain can potentially improve coordination and
reduce interference among users of a shared band,
particularly an unlicensed or licensed-by-rule band,
such as wireless microphone (PMSE) and Wi-Fi hotspot
operators. These applications were the initial focus of a
blockchain trial by France's Agence Nationale Des
Frequences'” The trials focused on the unlicensed
bands at 2.4 and 5 GHz, as well as TV band spectrum
between 470 MHz and 789 MHz used by wireless
microphones for program-making and special events
(PMSE)."” ANFR believes PMSE is a prime candidate for
blockchain since microphones can be densely packed
at major events and it can be difficult for regulators to
effectively coordinate them to avoid interference.’”®
ANFR expects to leverage this blockchain to coordinate
PMSE on a large scale during the 2024 Paris Olympics. °



52 Dynamic Spectrum Management Systems
An Established Tool for Modern Spectrum Management

Research Report

Append-only distributed SHARED
system o/ record shared across
business network LEDGER

Business terms embedded
in transaction database &
executed with transactions

Ensuring appropriate
visibility; transactions are secure,
authenticated & verifiable

CONSENSUS

All parties agree to
network verified transaction

Figure 23: Key concepts of a blockchain application for business transactions.™’

A second potential application for blockchain is to
verify and execute spectrum sharing agreements
between primary and secondary users in licensed
spectrum. An anticipated advantage of a spectrum
blockchain is that secondary market transactions can
be automated, subject to pre-determined conditions,
and transparent to permitted users as well as to the
regulator.®2Under one scenario, the primary licensee
can continually update the spectrum available for
short-term auction to other interested parties.

The blockchain validates and records all transactions,
with license terms (such as duration) enforced
automatically according to the terms of standardized
“smart contracts” associated with each block
(transaction record).’”®® For example, a 2017 paper
proposed a blockchain and smart contracts as an
efficient means to manage service level agreements
for mobile network operators seeking “small cells as a
service” in a localized, on-demand basis.’®*

A third potential application for a blockchain is the
automation of ex post enforcement. As automated
frequency coordination scales up the intensity and
quantity of shared use among a multiplicity of users,
databases such as the SAS for CBRS can potentially be
leveraged to lower the costs of enforcement by
creating a permanent record of transactions and by
automating certain ex post enforcement steps. '8°
Academics have suggested that a blockchain could be
incorporated in DSMS databases to facilitate the

enforcement of “collective action rights” of secondary
users in addition to the interference protection rights
of incumbents.’ It could also be used by a regulator to
collect ‘pay-as-you-go’ fees on spectrum use, including
variable fees based on priority or congestion.

It's important to realize that although relying on a
blockchain to coordinate among “permissioned” users
verified by the regulator, such as licensed PMSE
operators, may justify the transaction costs, in most
scenarios involving an unlicensed or shared band open
for general use (such as license-exempt Wi-Fi bands, or
General Authorized Access in the FCC's CBRS frame-
work), a blockchain may not be scalable or cost-effec-
tive.'®” For example, requiring each device in a
high-traffic band to register its location and monitor
activity on a decentralized blockchain could generate
overhead costs that exceed any benefits.'®® In this
regard, the RSPG in its 2021 spectrum sharing survey
noted that “in order to allow the operation of the
blockchain and to validate transactions, a suitable set
of radio resources would typically need to be available
at all times for the commmunications among nodes,
increasing the overhead and reducing the available net
capacity.”® It also appears unlikely that a blockchain
can serve as the “calculation engine” in a dynamic
frequency coordination environment that incorporates
environmental data (e.g., GIS or dynamic sensing or
occupancy data) or takes account of other heteroge-
nous or changing technical parameters among users
in the band.




53 Dynamic Spectrum Management Systems
An Established Tool for Modern Spectrum Management

Research Report

6. CONCLUSIONS & POLICY
RECOMMENDATIONS

As the demand for wireless connectivity continues to
surge, the use of databases to coordinate more
intensive and efficient spectrum sharing has emerged
as a critical regulatory tool. Regulators in a number of
countries have authorized automated and even
dynamic frequency coordination databases to
manage assignments in shared bands. These dynamic
spectrum management systems have proven they
can protect incumbent operations, including military
and public safety systems, from harmful interference.
Although spectrum database coordination is nothing
new, it has in recent years evolved from manual, to
automated, to dynamic — adding automation and
propagation modeling to static licensing data.
Database solutions are active today from low- and
medium- to high-frequency bands, and with various
degrees of complexity.

DSMS technology is now sufficiently mature, scalable,
secure and available as a service from a number of
top-tier commercial providers. There is no question
that today NRAs have the technical ability to
automate frequency coordination and thereby lower
transaction costs, use spectrum more efficiently,
speed time to market, protect incumbents from
interference with certainty, and generally expand the
supply of wireless connectivity that is fast becoming,
like electricity, a critical input for most other industries
and economic activity. DSMS solutions are good for
consumers, competitive entrants, and innovation by
making wireless connectivity more accessible, fast
and affordable.

DSMS can serve as a force multiplier for regulators: By
automating assignments and monitoring usage,
databases both enhance efficient allocation of
national spectrum resources while strengthening
enforcement and ensuring the protection of
incumbent users with a higher licensing priority. The
availability, flexibility and reliability of DSM systems
help NRAs to meet the growing and very diverse
spectrum needs of both industries and individuals.

DSA Policy Recommendations:

e NRAs should work towards a dynamic shared

access approach in any underutilized band

(e.g., 6 GHz, 3.8-4.2 GHz) where coordinated
sharing is appropriate and practical to implement.
NRAs should authorize the simplest possible
database solution that will achieve the regulatory
goal —and only require frequency coordination
directly through the DSMS (rather than through a
slower or more costly process).

NRAs should adopt clear rules, but not prescribe
particular technologies or standards for DSMS.
Consulting industry and convening a
representative, multi-stakeholder process to
develop and assist in implementing the DSMS
can help to conserve agency resources and
leverage industry expertise.

Study and consider the adoption of best practices
developed by industry or other NRAs, particularly
when that can speed time to market and
promote harmonization regionally or globally
(e.g., the DSA model rules for TVWS, or Open AFC
for 6 GHz).

NRAs should consider the benefits of certifying a
private sector entity to manage the DSMS - or, if
demand justifies it, multiple and competing
DSMS providers - but always in strict adherence to
agency rules.

Smaller nations with many borders, or that lack a
large domestic market, should consider the
efficiencies of a regional approach to frequency
coordination, such as a shared or interconnected
DSMS.

When feasible, it is cost-effective to leverage a
DSMS and operator to manage multiple bands,
rather than require a series of separate systems.
Require — or at least allow — DSMS coordinators to
use the most granular and real-world GIS data
available for propagation and interference
modeling.

Permit DSMS operators to experiment with and
generate revenue from value-added services in
addition to the basic coordination service that
complies with NRA rules.
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